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PRE-REQUISITES / TERMS & CONDITIONS 3

Pre-Requisites
e Access is available only to Private sector entities holding a valid UAE trade license.
e Private entity user should have a valid UAE PASS account.

Terms & Conditions

e Private entity will be responsible for maintaining the confidentiality of the data consumed from the services exposed by
UAE API Marketplace.

e Private entities should use this data only for the intended purpose approved by the API provider Government entity and
must be compliant to any applicable laws and regulations set by the government of UAE.

e UAE API Marketplace will not be responsible for any non-compliance from Private entity on data confidentiality.

e As part of the onboarding process to consume a service exposed in UAE AP| Marketplace, the API provider and private
entities are expected to have a Memorandum of Understanding (MoU] signed between themselves or follow the protocol
or process specific to entities on the quality of data and the confidentiality of the data.

The information passing through UAE APl Marketplace will be maintained by the following mechanisms:
e APIs can be consumed only after approvals from UAE AP| Marketplace team and API provider Government entity.
e UAE API Marketplace will not store any business information being exchanged between API provider and private
entities, unless otherwise specified by the API provider Government entity.
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HOME PAGE 3

Contact Support for
assistance (53—

Click on the "API Catalog’ Language selection Search APlIs using
to explore the APIs @—‘ |—@ (Arabic /English] ’—@ keywords
v v v v
M ARKEL;IA’EAACPEI CJO Home API Catalog Contact Us mF

ENABLING DIGITAL TRANSFORMATION FOR THE PRIVATE SECTOR

Integrate with Government APIs to enhance the efficiency of your services and the customer experience

Scroll down to view more (3

04 | UAE API Market Place User Guide TDRA




Glaopll Gilgalgl LBEs Ul Ggull c”
UAE API MARKETPLACE

APl CATEGORIES

( )
APls
Explore our API catalog and find out how our APIs can help digitally transform and solve your business challenges
=2 ey et
Digital Government Enablers Federal Government Services Payment Services
View Government provided APIs which are enablers for Browse APIs provided by Government entities in the Government provided payment services
Digital Transformation initiatives UAE
Explore More Explore More Explore More
. J

L » View the various API
Categories available Explore Our API Catalog

TDRA
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API CATALOG 3

Click here to view the APIs

—© This section displays the API listed based on "API group’ or

L] L ’
T Communities
name, description and API type
4 Home ' AP Catal v ~
atalog
API Catalog v API group [ - |
Digital Government Enablers / % 1l d« jSall wliSee
: Click to view the API
manageNewsDetails_UAEPass o . @_>
REST This service is used to add/list latest news to be published in UAE Pass Mobile application. S p ecl f ICa t on
manageNewsDetails_UAEPass_PT
REST This a sample service created for performance testing. The service is used to add/list latest news to be published in UAE Pass Mobile
ES application.
Federal Government Services / %233y fe sSall wieas
createandTrackShipment_PT
RE<T This is a sample service created for performance testing. This service is to book and track the shipment in EPG.
- J

06 | UAE API Market Place User Guide TDRA




TRY API

UAE APl MARKETPLACE



one ap warcerpLace | D
API SPECIFICATION S

4 N\

Home / API Catalog ' manageNewsDetails UAEPass

GETTING STARTED
About .
# What's next?
manageNewsDetail

s_UAEPass Get access token

(> manageNewsDetails_UAEPass
API resources

API documents

API policies

Access API

O About manageNewsDetails_UAEPass

This service is used to add/list latest news to be published in UAE Pass Mobile application. 4_@ A S h o rt d eSC ri pt i o n a b 0 Ut t h e A P I

e 4—C) Click on API resources section to view the Resources/ Operation details of an API

Click on
“Try API” to [ICIRGECLEEIR S  Click on API documents section to view the API Specification documents like YAML,

test the WSDL and Sample request & response documents

APIS €, APl policies <—|—@
Details of the Policies enforced on an API are listed in API policies section. E.g.,
(|> B etcemt 4_|_@ Authentication /Authorization policy (Oauth, APIKey)
9 API Endpoint is available in the Access API section
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TRY APl - REQUEST 3

Click on the Parameters section and
enter the API parameters if applicable

API Endpoint B Click on ‘Send’ button to

retrieve the response

@
4 Home  API Catalog ma\agNewsDetaib_UAEPmL Try APl
manageNewsDetails_UAEPass
Applicati v
i POST ~ | https://api-stg.gsh.government.net.ae/gateway/manageNewsDetails_UAEPass/1.0/rest/sampleServices.services/samplePublicService/add
. Recdiest Click on the Body section. A sample

Irestisampleservices servicesk Servi v request is loaded in the Request

Parameters Authorization Headers (1) Body W| n d ow
Tlismethodismedmadd : :
S i e S o A The attached samples in the API
TR T Specification - APl Documents section

{
§ newsid®: *20201210meus", can be tested from here
= "source": "GSB",
n 6 "newsDate": "2020-12-14 @9:31:32.940"

oo Enter the t t level head Click to clear

: art: Mo, nter the transport level header
Click on the Resource to ! "en": "GSB 888" ST T “pHeaders" section the request
: ) o
select the resource to Try “enescynane”s ¢ details
API “ar": ’:-Ltr:l 14-12-2020"

3 en estNews14-12- . .

14 b Click to upload a Sample Request File

15 E news!’lessaam l S

09 | UAE API Market Place User Guide TDRA




Glaopll Gilgalgl LBEs Ul Ggull ‘ CD
UAE API MARKETPLACE

TRY APl - REQUEST 3

HTTP Status Code Transport header details

©) @

4 Home APICatalog manageNewsDetails UAEPgss  Try API Back N
manageNewsDetails_UAEPass
Application . X . X X )
PPST ~  https://api-stg.gsh.government.net.ae/zateway/fnanageNewsDetails_UAEPass/1.0/rest/sampleServices.services/samplePublicService/add - SEND
Reyponse
I vices.servic Servi e S s
Lo This method is used to add
Rl e e B Body Headers (9) 4
I vices services/samplePublicServi u S . . 7l
ample response is displayed
GET This method is used to list . th uB d ”» t.
e : in the “Body” section
4 "newsId": "20201214News6",
5 "newsAddSuccess": true,
6 "source": "GSB"
7 ¥
1,
9 “code": "0",
1 "desc": {
11 ar": "aal ilet,
12 "en": "SUCCESS"
1 )
o J
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HOME PAGE - UAE PASS 3

S & o ¢ Click on “Login”

UAE API -
MARKETPEACE CJO Home AP Catalog Contact Us wF

ENABLING DIGITAL TRANSFORMATION FOR THE PRIVATE SECTOR

Integrate with Government APIs to enhance the efficiency of your services and the customer experience

e Click on “Sign in with
i 7 Sign in with UAE PASS ) UAE PASS"

Asingl gital identity for
all citizens, residents and visitors

TDRA
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USER REGISTRATION USING UAE PASS

Enter the UAE PASS email Id/
Mobile Number/ Emirates ID

Login to UAE PASS

L Emirates ID, email, or phone eg. 971500000000 J

Remember me

Login
Don't have UAEPASS account? Create new acfount

E Recover your account
Click on Login

2, Qodylduoal
1Q uaepass

Access Request
to TDRA APIMarketplace Web Portal

(Y
Ia
(‘/ ‘\1

Check UAE PASS App on your mobile

Please tap "Allow access" to sign in. Do not
click Back or Refresh please.

Wiaiting for your confirmation

( - )

Powered by UAE PASS

Home About Support FAQ Kiosk Locations Service Provider

Copyright © 2019 - UAE PASS

N

User receives a notification in the work email ID and should respond with

the text ‘Confirmed’ for processing the registration request

Notification screen appears

indicating to authenticate from
mobile app

Registration request is pending

Your registration request has been received and is pending. Please check your

fulure e-mails for a new nolification

Pop up window appears on
successful registration

User receives a notification in the UAE
Pass registered email Id to share the work
email ID , trade license number and copy
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LOGIN

UAE API : )
MARKETPLACE G) Home API Catalog Contact Us prvs Seard

ENABLING DIGITAL TRANSFORMATION FOR THE PRIVATE SECTOR

Integrate with Government APIs to enhance the efficiency of your services and the customer experience

APIs

Explore our API catalog and find out how our APIs can help digitally transform and solve your business challenge

View details

manageNewsDetails_UAEPass

“This service is used to aca/ist Iatest news 1 be publisned in UA

Is.

manageNewsDetails_
eated for perfomance tesling. The service  used to add/is laest news to be published in UAE Pass Mobile

This a sample servic

application.

10 D00k 20 tr2ck the SNpMmen! In EPG

createandTr:

ThIS IS 2 Sample service created for periormance fesing. ThIS senvice s

Home
API Catalog APIgroup B
Digital Government Enablers / st i % £al it

UnEpass PT <

Home | AP Catalog

manageNewsDetails_UAEPass

© About manageNewsDetails_UAEPass

h = is used fo add/listlatest nevis to be published in UAE Fass Moble application

& APl resources

# What's next?

Get access token

A
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ACCESS TOKEN DETAILS o

Request API access token

Request token

TDRA
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ACCESS TOKEN REQUEST CONFIRMATION o

Message

The access token has been requested and you will be notified once the request is

approved.

TDRA
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HOME PAGE 3

UAE API Search av
MARKETPLACE CIO Home API Catalog Contact Us Searc Q

ENABLING DIGITAL TRANSFORMATION FOR THE PRIVATE SECTOR

Integrate with Government APIs to enhance the efficiency of your services and the customer experience
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ACCESS TOKEN 3

4 N\
” ARKEl#EAc”: ‘ G) Home API Catalog ContactUs Search Q| &
Home / Applications Back

e The approved access tokens for Stage

Appllcatlons environment is listed in the page. Click on
Lo el T the name to view the access token details &
© integrate your application in Stage
l environment.
Name Description

Ak sl e v * Once development and testing is completed

TORN | it S in Stage, drop an email to
gsb.support(dfednet.gov.ae )

&

e Post validation, Production environment
access will be provided.
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ENTITY ROLES o

Private entities consuming the APIs from UAE API| Marketplace and the API provider entities are expected to adhere to APl Usage guidelines
covering the following areas.

Data Confidentiality Maintain the confidentiality of data received from the API Private Entity

Data Usage Use data for the intended purpose approved by API provider and should not Private Entity
misuse data. API call rate should be within agreed limits.

Data Compliance Szrgply to any applicable laws and regulations set by the Government of Private Entity

API Authorization Security credentials should be used only for the approved consuming Private Entity
application.

Approvals API consumption request should be approved within SLA. API Provider Entity

APl Availability APl should be available most of the time. API| Provider Entity

AP| Performance API response time should be within the agreed limits. API Provider Entity

Data Quality Maintain data correctness and coverage. API Provider Entity

Change & Incident Any changes or incidents causing impact should be communicated to API Provider Entity

Management consuming entity in advance.
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