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Data Playbook
Editor’s note

Welcome!

The IFRC Data Playbook V1 (version 1) is
created by and for the Red Cross Red Crescent
network. Your efforts to make sense of data
while using it to support humanitarian response
effectively and responsibly is a guiding light.

#+ C | solferino Data Playbook
IFRC | academy
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Data is a team sport. We want to thank all the editors,
contributors, supporters, advocates, critics, and allies on
this data journey. We also want to thank all our partners and
supporters in wider data literacy and humanitarian networks.

Together we explored how we might:

Make a network-centric resource - Collaboration on resources to create assets for and
by the network is a transformation. It was exploratory innovation to create for and by the
network using shared and open leadership methods.

Network and community building with mentors and ambassadors - We convened
multiple communities and networks across the Red Cross Red Crescent. Network-
building is complex across time zones, skills and language. While the majority of the
sessions were in English, this still provided a unique forum to foster community/network
building exercises to support leaders and build peer networking on their data and digital
journey.

Skillshares - By creating content and spaces, we used a ‘sharing’ and ‘learn by doing’
approach to support exposure to innovation methods, data/digital literacy skills, open
methodologies, facilitation, peer training, and documentation skills.

Transformation and innovation - Both activities show distributed networks can apply
open methods to innovate and transform supporting the digital agenda. Participation
activities also show a digital divide in our network. If we want to transform how we work
together as a network, we need to continue to find and support new ways to connect and
create.

We co-created the Data Playbook beta and V1 with 100s of people around the world

by convening a series of pilots, sprints, and special events. The network and module
editors determined the content for the Data Playbook v1. As with any network-centric
resource, it is done with people's contributions and, often, volunteer skills. With your kind
forgiveness, the editors take credit for any errors (typos, grammar, spelling, credit and
etc.) It was truly a team sport and we did our utmost to resolve any wrinkles. Thanks for
your understanding.

This journey is not over! The IFRC Data Playbook V1 is under a Creative Commons license
- CC BY-NC 4.0. The IFRC Digital Transformation team as well as other teams will
continue to use and evolve the content. You can join that journey as data and digital is
part of everyone's work. Please use and remix content, but let us know what you learned -
data.literacy@ifrc.org

Thank you!

Heather Leson, Dirk Slater, and Melissa El Hamouch, co-editors
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Tips for being an
excellent facilitator

We hope that the Data Playbook provides
you with content for facilitating sessions
with your teams or training participants.
Here are some tips to help you.

+C | solferino Data Playbook 3-7
IFRC | academy




(volimvilew
o |>x
o|x|-
X (<[>

S Tips Tips for being an excellent facilitator

Be participant centric - know your participants and understand how your training will
benefit them. What challenges are they currently facing that your training will help them
overcome? This is not about what the participants will learn from the Facilitator. Instead,
we invite would-be facilitators to think about what they can learn from the participants.
A workshop session is an opportunity to surface the unique set of knowledge and
experience from the individuals that you have gathered for the session. As Gunner notes
in Aspiration's Session Design Guidelines:

The role of a facilitator is to enable peer sharing of knowledge. It is not to “deliver” a
session or present a lot of content in any form. Overall, the primary role of a facilitator is to
keep discussions fruitful and focused. Sessions should be designed to be flexible and to
serve the needs of the participants. A good workshop session will be:

» Participatory: Engaging and activating participants from the beginning
and getting them making and doing, rather than listening and watching.
» Purposeful: Working on meaningful activities toward meaningful outputs
» Productive: Well-scoped so that concrete outcomes are achieved
in the allotted time, and participants feel time was well spent.

Understanding how learning happens:
Five statements that summarise research on Adult Learning:

Adults need to understand and accept the reason for learning a specific skill.
Experience (including error) provides a strong basis for learning activities.
Adults need to be involved in both the planning and evaluation of their learning.
Adult learning is problem-centred rather than content-oriented.

Most people are interested in learning what has immediate

relevance to their professional and social lives.

YyVYyVYYY

Understand ADIDS as a workshop format.
ADIDS stands for Activity, Discussion, Input, Deepening and Synthesis

Start with an activity in small groups to get participants to surface their own knowledge
on the topic. Then get them to discuss what they learned from the activity in a large
group. Then reinforce that learning by providing them with input, expertise on the topic,
basically the ‘news they can use! Then provide an opportunity for them to apply the input
via deepening exercise. You then wrap up the session by getting participants to synthesise
what they got out of the session.

Many of the modules and recipes in the playbook will help you to take ADIDS to scale.

The Virtual Session Design Canvas from FabRiders can help you plan your training
session. See also:

» Six Things I've learned about running virtual sessions.
» Tips for designing an excellent workshop session.
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The Data Playbook includes 10 modules with over 120 exercises, games, scenarios,

and checklists. We've collected this content to serve diverse audiences and teams. The
playbook approach uses a ‘pick-and-choose’ model rather than something to be ‘read and
used’ from cover to cover in a sequential order. It is for teams to improve their data skills.

There is a guiding table of contents for the whole Playbook. Each module also has a ‘cover
page’ to give you guidance on how to use the content in the module, and sometimes,
across modules. We also created some draft ‘curriculum /workshop templates’ to
demonstrate how various teams might use the playbook as part of their planning for
individual workshops or even over months at a time.

Data Playbook Components

Modules

There are 10 modules in the Data Playbook. Each module has a specific topic and learning
outcomes. A module includes exercises, slides, and handouts. The Data Playbook v1
includes content from the IFRC Data Playbook beta, Data Playbook sprints, and newly
created content.

We have sequenced Data Playbook Modules from 1to 10. A project team or trainer
could follow this sequence if they were on a journey of discovering how to utilise data to
strengthen the effectiveness of humanitarian action.

Module Cover Sheets

Each of the 10 modules has a ‘module cover sheet: This is a summary of the module’s
content and includes learning outcomes, recommended resources, recipes, and guidance
on the use of the content.

Exercises/Slide decks, and Handouts/Materials

All the exercises, slide decks, and handouts are organised in the Data Playbook by topical
modules. They are discreet pieces and each could be used on its own Each exercise

and handout has a unique identifier to help you find them. Each item was created and
reviewed by RCRC colleagues. Most of the content has been tested throughout the last 5
years.

Recipes

We have tested and made recommendations on how you might use modules, exercises,
and handouts together.

Various types of recipes:

=4 C | solferino Data Playbook o
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» Using content across various modules
» Using content inside a specific module

“Recipes” can be cited in the module cover pages or in the individual exercises and
handouts. The ‘recipes’ link user journeys.

We invite trainers and facilitators to modify these recipes to better suit the context and
need. We also invite trainers and facilitators to create their own recipes.

Curriculum/Workshop Examples

We have added draft curriculum and workshop templates to give you ideas on how to use
the Data Playbook content together. These are from various workshops or from interviews
with IFRC Regions, National Societies, and IFRC focal points across various sectors.

We'd love your feedback as you continue your data journey.

Please connect data.literacy@ifrc.org

=4 C | solferino Data Playbook s
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Understanding
how data matters

Many projects at IFRC have a data component
as data has become a part of everyone's job
at IFRC. This module is for anyone who wants
to use data but isn’t sure where to start. It

is also for anyone who wants to help others
understand how data matters in their work.

+C | solferino Data Playbook Module 1: Understanding how data matters 3-6
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Questions this module explores

» How to explain to teams and organisations the importance of data.
» What are some of the discussions and best practices to
highlight the importance of data in humanitarian action.

Learning Objectives

» Differentiate between data and information
» Explain why data matters in humanitarian action
» Explain how data matters in humanitarian action

Topics

» What is meant by data
» Importance on the availability of data and the role it plays in humanitarian action
» Impact of data in humanitarian action

Recipes

A suggested step-by-step process to
achieve learning objectives

1  Start with What Data is in a Piece of Fruit (1-1) to
get people thinking about data and context.
Guide participants to build an understanding of What is Data? (1 - 2).
3 Run the What is Data? (1 - 2) to refine the difference
between data and information.
4 Proceed with Personify Data (1 - 5) to elaborate on why
data matters within humanitarian projects.
5 To provide additional context for data use within IFRC use Personify Data (1 - 5).
6 Finish with No Data Situation (1 - 6) where participants will
be able to discuss how data is important in their work.

N
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Ingredients

Pick and choose ingredients to create your own recipe. Do you have an ingredient we're
missing? Send an email to data.literacy@ifrc.org

Exercises

Short, discrete social learning experiences
» Whatis in a piece of fruit

» Personifying Data
» No Data Situation

Session Plans

Longer social learning experiences

n/a

Slide Decks

Presentations to be used and/or adapted:

» What is Data
» Data and Information Question and Answer
» Why does Data Matter

Checklists/Handouts/Materials

For documentation of essential elements
of the learning experience

n/a

= C | solferino Data Playbook Module 1: Understanding how data matters 5-6
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Next Steps

Relevant modules in the Data Playbook

Are you working with a team or organisation on building their ability to use data in
humanitarian work? You should start working with Nurturing a Data Culture (2) and
continue to work consecutively through the playbook.

Credit

Dirk Slater, Melissa El Hamoush, IFRC V1 Sprint and Data Playbook Beta contributors
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1.1 What Data Is In
Piece of Fruit
This exercise will help participants understand
how data can be found everywhere and also
how when context changes, so does the data.
+C | solferino Data Playbook Module 1: Understanding how data matters 7-9
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People: 2 to 16 people

Time: 20 Minutes

Difficulty: Easy

Materials: A piece of fruit for each participant (or one per pairs) e.g., an apple
or an orange. Something that people can hold without it being messy. Get
another kind of fruit if you want to run the extra credit exercise. Flip-chart paper
and markers (face-to-face) collaborative online document (online session)

» Virtual Materials: Virtual meeting platform, shared document/writing space.

Yyvyyvyy

Preparation

If the meeting is virtual, ask participants to bring a ‘piece of fruit’ for the exercise.

Exercise

Part 1: Explore

Collecting the right data is integral if we are to use data to make the right decisions.
When we collect data from human subjects, there are countless data points that we could
choose to collect. In this exercise, we will think about the many data points that could be
collected.

Pass out a piece of fruit to each participant (apples work great). Get participants to
break into pairs and make a list of all the different data they think the apple contains or
represent. Likely they will come up with answers around nutrition (calories, vitamins,
sugar) and prices, place grown, etc.

After they have had five minutes, ask them to think about what data would come from a
bag of the fruit.

Part 2: Discuss

Then in a large group discussion, get them to share their answers. Point out how the
data they find will often depend on what they are going to do with the fruit, for example:
different consumers will be interested in different data and what is useful to one data
consumer may not be useful for the other. Get the group to practice understanding what

= C | solferino Data Playbook Module 1: Understanding how data matters 8-9
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data is needed by different data consumers and what should be excluded. Get the group
to write down different data that would be of interest to different data consumers:

Question: Person buying fruit; If I'm going to buy the fruit, | want to know the variety,
price, the date it was picked, and where it was picked.

Question: Person eating fruit; If I'm going to eat the fruit, | may want to know about
nutritional values, ie. vitamins contained, calories.

Question: Person selling fruit; If | have a bag of fruit, | may want to know how much they
are going for at the market.

Question: Person picking fruit; If I'm a fruit picker, | may want to know how much | can get
paid for a bag of fruit and how long it will take me to pick a bag.

Question: Who else?

Ask participants to think about any other scenarios they can think of that would lead them
to different data about the fruit.

Extra Credit

Pass out another kind of fruit and ask, what data will this fruit have that is the same as
the other piece of fruit. (To raise issues of standardisation). Also see Getting the Data We
Need (4) option to present the group with a consumer to compare with the original list of
variables and discuss data collection aspect:

“l am a manager of a market and | need to place an order for oranges from a farm
or produce distributor” We need to ensure we are collecting the right data from the
managers to make a decision, not too much data and not too little data:

» What data is useful for this manager?
» What data is no longer useful?
» Can any of the data be collected from secondary sources?
» What is left for us to collect?
Credit

Adapted from A Data Strategy Workshop Curriculum, Dirk Slater, FabRiders
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.. What Is Data?

Rachel Yales & Heather Leson

+C Sﬂgggg%y Data PlaybookModule 1: Understanding how data matters 10 - 19




DATAPILAYBOOK, M1 | S5e2 What is Data?

Data can be defined as:

Discrete pieces of facts, such as amounts,
prices, measurements, dates, names of
places and people, or addresses.

Facts and statistics collected together
for reference or analysis.
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Data can lead to:

> > >

Data Information Learning Decision

(i) Helen Welch, MEAL Director American Red Cross, the Digital Transformation Strategy digital.ifrc.org
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From Data to Information:

1 Data Is everywhere.
2 Data I1s naturally messy and lacks sense.

3 Data can often be structured, semi-structured,
unstructured and processed.

4 Information is data that makes sense.

+C S%'g%%’;‘,’ny Data PlaybookModule 1: Understanding how data matters 13-19
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From Data to Information:

Data must be interpreted,
processed, analyseq, or presented
to become Informative.
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What is Data?

From Chaotic Data
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What is Data?

...to processing and organizing the data...

Site where
Feedback Reference thefeedback

wasreceived

Sector which

Is the sector of
intervention
the feedbackis
referring

Scope classify the feedback

Gender for

facetoface
interactionand  Language
Date when the used to express

feedback person the feedback by
received Ssubmittingthe the person

feedbacknotes submittingit

it on the
feedback form

v v v

Channel of Feedback

feedback typeclassify the
feedback according its

4 ptmn content

Grade of

Details of feedback transcribe the Priority/Sensitivity

feedback received as literally as
possible and provide any other

level the priority to be
agreed between the

explanation that could facilitate its CEAfocal and the RC

content

site coordinator/site
officer
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What is Data?

... to turning it into ‘information...

Grade of Priority/Sensitivity level 1 Urgent/Red Cross related services

Priority
Sector
Asylum process and legal advice
BHC

Others
Protection
PSS

Relief

RFL

Shelter
WASH
Grand Total

Column Labels
* Ritsona

v Skaramagas

20

41

24

18
50

Grand Total

24
91
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Data Types

Community/Citizen Government
© SMS Mobile Data o Census/Population
o Email o Statistics
® Surveys o Infrastructure
o Social Media (Whatsapp, Facebook, Twitter, Instagram) o Finance/Budgets/Spending
o Multimedia (Photos, Video, VR) o Companies/Land Ownership

o Pollution Index/Water Quality

Physical Sensor/New Tech and Emerging Technology
o Geographical o Biometric
o Infrastructure o Genetic (Crispr)
© Movement
Aerial/Satellite o Meteorology
> Satellite  Biteoln

. ® Blockchain
o Aerial/UAV

o Balloon Mapping

(i) Also see the Data Science and Emerging Technologies (10)
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Thank You

Melissa El Hamouch, Dirk Slater, and Rachel Yales
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. Data and Information Q&A

By Isaac Ndoricimpa, Burundi Red Cross Society
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25 litres of water received by XY HH on 1st March

Data Information

solferino
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25 litres of water received by XY HH on 1st March

Data Information
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25 cases of cholera cases declared In
South Health District during February

Data Information
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25 cases of cholera cases declared In
South Health District during February

Data Information
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Mobile data collection

Method of Data Collection
Tool of Data Collection
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Mobile data collection

Method of Data Collection
Tool of Data Collection
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60 litres of fuel consumed by Red
Cross trucker on 2nd February

Method of Data Collection
Tool of Data Collection
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60 litres of fuel consumed by Red
Cross trucker on 2nd February

Method of Data Collection
Tool of Data Collection
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265 volunteers trained on shelter during Q4/2017

Method of Data Collection
Tool of Data Collection
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265 volunteers trained on shelter during Q4/2017

Method of Data Collection

Tool of Data Collection
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Data vs Information

Data I1s an element which has not yet been interpreted and put into context.

Examples:
> Fuel consumed by Red Cross trucker on 2" February: 60 litres
> Distance traveled by trucker on 3rd February: 85km
> Information: An interpreted data
> E.g. Number of cholera cases during February month
> Putting data into context creates added value to constitute information
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Thank you

By Isaac Ndoricimpa, Burundi Red Cross Society
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.« Why Data Matters
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Data can lead to:

> > >

Data Information Learning Decision

(i) Helen Welch, MEAL Director American Red Cross, the Digital Transformation Strategy digital.ifrc.org
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+ (: I FH C English = Besources Login Register |

Create a Report

Home Reglons = Emergencies surge Preparedness 3w Search

Home * Emergencies * Asio Pacific * Bonglodesh * Bangladesh - Population Movement (MDRBDO18) (" EditEvent )

Bangladesh - Population Movement (MDRBDO18)

Asla Pacific > HpCI"IQliIGE'Sf'I L

s

uy
AN )
1,000,000 133,000,000 65,972,150
Pecple Targeted Funding Requirerments (CHF) Funding (CHF)
EMERGENCY DETAILS REPORTS/DOCUMENTS SURGE ADDITIONAL INFORMATION
KEY FIGURES
32,396 105,672 39,320 23,565
peopla reachad with NFI peopla reached with haaith peaople reached through People reached with Shelter
itams and PSS intervention WASH activitios support
Sourcea; IFRC Sitegtion Report 68 Courca: IFRS Siteation Raport 68 P &A IFRC Situc B
(i) Source: go.ifrc.org
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<

Data Is part of our Leadership

IFRC Is the Secretariat, National Societies, and volunteers.

We aim to be a data-driven organisation making
evidence-based decisions. Digital Transformation enables
our humanitarian efforts to meet our global challenges.

(See IFRC Strategy 2030)
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Why Data Matters

IFRC Digital Maturity Model

Data literacy Is part of the digital

transformation journey. There are three

main steps in the Digital Maturity model:

1 Fundamental IT in place and
functional (Starter level -1)

2 _eadership driving digital services,

iIncreasing capability in systems (level 2-3)

3 Digital services at the heart of the culture,

recognised expertise in the app
of emerging technologies. (leve

ication
3-4)

Step 3 L@VG‘ 5

2 Level 4
Step 2 Level 3
A Level 2
Step 1 Level 1

Starter level

+C S%'g%%’;?ny Data PlaybookModule 1: Understanding how data matters
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D i g ita I aS a n e n a b I e r Of tra nSfO rm ati O ns Credit: Heather Lesson, Liselot Kattemolle

CLIMATE & ENVIRONMENTAL CRISIS Mobilise volunteers and the RCRC movement.
Provide early warning alerts to support community resilience.
Get more quality local data, assess impact, inform strategies

EVOLVING CRISES & DISASTERS Provide life saving info to communities
Provide data and digital information for decision-makers
Tap into the quality data produced by the network and partners to inform disaster preparedness, response and recovery.

GROWING GAPS IN HEALTH & WELLBEING Analyse migration trends and patterns and migrants needs
Connect migrants and communities with their relatives
Deliver service to the communities.

Mitigate digital risks for migrants

MIGRATION & IDENTITY Analyse migration trends and patterns and migrants needs
Connect migrants and communities with their relatives
Deliver service to the communities.

Mitigate digital risks for migrants

VALUES, POWER & INCLUSION Work across functions and organisations and foster a common culture
Communicate and share concerns, ideas, knowledge and skills
Work hand in hand with IT

4 Enabled by digital transformation 1

+C | solferino Data PlaybookModule 1: Understanding how data matters 39 - 49
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Data-literate 1s not the same as data-skilled

“A data-literate organisation Is one that shares a
culture of data and a strong vision of the future. Most
people invested In this vision will have no analytic
Interaction with data and may never need to.”

(i) Source: Open Data Institute
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DATIAPLAYBOOK

What 1s Data Literacy?

“Data Literacy includes the skills,
knowledge, attitudes, and social
structures required for different

populations to use data.”

ccccccccccc



https://schoolofdata.org/2016/01/08/research-results-part-1-defining-data-literacy/

DATIAPLAYBOOK M1 | S5 4 Why Data Matters

What does data literacy mean for me?

Role Task
IM/Operations/PMER/Health Deliver projects with information products/
More people served with less effort
Marketing Excellent data/analysis, narrative for storytelling
Communications Brand and fundraising
IT Faster reaction time, assess and support data
products/tools, provide infrastructure
Training Provide e-learning, workshops and technical training
Manager More accurate strategic planning, staff

development, organisation development

Community served More efficient targeting and programme delivery, get feedback

+C S%'g%%’;?ny Data PlaybookModule 1: Understanding how data matters 42 - 49
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Potential benefits of focusing on Data literacy

Teamwork/Collaboration

Increased Accountability/Transparency

Organisational Effectiveness (reuse, decrease of duplication)
Financial improvements

Improves digital inclusion

Competencies/skills

vV V. v v vV v Y

Supports your organisational digital transformation goals
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& How can we prove “Data Readiness?”

We measure many things at IFRC.
How Might Data Readiness measurements be incorporated into existing frameworks:

IFRC Digital Maturity model
PMER/MEAL

Surge/IM

OCAC/BOCA

Program Planning

vV v v ¥

Competencies
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Why Data Matters

Data Pipeline

»  When we talk about "data),
people often focus on the
skills, tools and the process
steps for delivery of data
products like a “"dataset.’

»  The 'Data Pipeline™ Is an
example of data ready
skills. We all have varying
levels of know-how.

(i) Source: School of Data

.
%
%
L]
%
-9

“ ANALYSE

®

PRESENT
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(=) Humanitarian Data Teams: Supporting Skills

&% Humanitarian 563 Network & Business Skills @’ Soft Skills

Business » Clients » Leadership »  Strategic, proactive,
»  Cluster coordination » Humanitarian agencies »  Strategic business planning creative, |r.movat|ve and

_ _ collaborative
»  Assessments » Development agencies »  Marketing & Sales _
| | | | »  Curious about data
»  Operational planning »  Access to skilled people, »  Customer relations _ _
o Sty . » Influence without authority
»  Logistics/Roster gers, »  People management & HR
database managers, data »  Problem solver
Management analysts »  Administration el
: : : acker /Maker mindse

> : :

[R)lsaster Risk Redudctlon SN »  Public speaking
> esponse preparedness :

| g p ‘ » Investors, sponsors and >  Problem resolution

»  Disaster relief/Recovery donors »  Finance and accounting
»  Thematic Areas of Focus skills
»  Health, Gender and Social »  Delegating tasks

Inclusion »  Motivating team
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DATIAPLAYBOOK M 1

S 4

Why Data Matters

Humanitarian Data Teams: Technical Skills

" Math and

Statistics
Machine learning
Statistical modeling

Supervised learning
& Unsupervised
learning

Statistical computing

(e.g. R)
Relational algebra

Data
Management

Data modelling

Data collection

cleaning

Database, SQL and
NOSQL

Parallel databases
and parallel
processing

Open Data
standards

API's

Data refinement and

O Hadoop and
Hive/Pig

» Information
Management

Data analysis

vV v v Yy

datasets

GIS & Mapping
Survey methodology

Finding & using

Programming

Computer science
fundamentals

Scripting language
(1.e. Python,
javascript)

Filtering scripts (i.e.

D3.s)
Web development

Experience with
xaaS like AWS

Communications
and Visualisation

Story telling skills

Translate data-
driven insights
Into decisions and
actions

Interactive
dashboards

Infographics
Visual art design

Knowledge of
visualisation tools
like Tableau, Adobe
toolkit
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Emergency types by region - Africa

14%

/\/_\_/\

—

Type of Emergencies in Africa by Trend in Emergencies in Africa by
severity between 2007 and 2017 severity between 2007 and 2017
® Emergency ® Emergency
Minor Emergency Minor Emergency
@® Movement Response @® Movement Response
+C S%'g%%g%y Data PlaybookModule 1: Understanding how data matters
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Thank you

Credit: Melissa El Hamouch, Heather Leson
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1.5 Personify Data
In this exercise, we want groups to understand
why data matters in a humanitarian response.
One method of answering the why is
personifying data (i.e. turning data into a
human) and understanding what Data would
want from you and what Data can do for you.
+C | solferino Data Playbook Module 1: Understanding how data matters 50 - 52
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People: 2 to 10 people

Time: 40 Minutes

Difficulty: Easy to Medium

Virtual Materials: Virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Exercise

Part 1: Explore (25 minutes)

The goal of the exercise is to help teams understand how and why data matters in a
humanitarian response. In order for them to do so, the facilitator will introduce the concept
of Data as a person rather than an arbitrary object. For this, you can divide your team into
groups and for each group assign one person who will role play as Data. The rest of the
group will try and befriend Data by asking a series of questions:

To help in role playing Data, here are some characteristics on what type of person is Data?

Data wants to help you strengthen your humanitarian response.
Data wants to be a resource that you can readily rely upon

Data wants to solve your problems

Data wants to support your ability to learn

Yyvyyvyy

Question: Who is Data?

Prompt questions and elaboration: Where does Data come from (e.g. location, name,
language, primary source, secondary source, etc.)? What type of data is Data (e.g.
number, written text, geographical coordinates, etc.)?

Question: What Data wants
from the group?

Prompt questions and elaboration: The person role playing as Data should ask for
clarifications on the questions they are getting. Ask the groups to elaborate on the

+C | solferino Data Playbook Module 1: Understanding how data matters 51-52
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questions and why they need this information. Data can then guide the team with a list of
components that would help in making sure they and the team are working towards the
same goal.

Question: What can
Data do for them?

Prompt questions and elaboration: Check what questions Data has answered for the team
and where gaps remain. Have the team try and address these gaps with clear questions
they can ask of Data.

Part 2: Discuss (15 minutes)

End the exercise with a discussion on how Data has impacted their project and if Data
was able to solve any problems or issues that the team faced. This will allow teams to
reassess if it would have been more beneficial to the project to ask different questions to
reach a better objective.

Credit

This exercise was suggested by Anna Cooper and Hazel Carter and developed and edited
by Melissa El Hamouch and Dirk Slater

+C | solferino Data Playbook Module 1: Understanding how data matters 52 - 52
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1-s NO Data
Situation

What would happen if a team was faced in

a situation where they had no data - zero. In
today’s world, this scenario will likely never
happen. However, introducing this very unlikely
and hypothetical situation will get teams to

dig deep and discuss how much data matters
to their humanitarian response work.

#C | solferino Data Playbook Module 1: Understanding how data matters 53 -55
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M 1 S 6 No Data Situation

People: 2 to 8 people

Time: 30 - 40 Minutes

Difficulty: Easy

In person meeting: Flipchart paper and markers (face-to-

ace) collaborative online document (online session)

Virtual Materials: virtual meeting platform, shared document/writing space.

YyVYVYY

v

Exercise

Part 1: Explore

Teams can work collectively on this exercise or be split into groups. It would be interesting
for the facilitator to split the team into groups to discuss the differing approaches and
conclusions each group will reach. For the scenario, the facilitator can do one of two
things.

Option 1: Prepare a hypothetical project that is familiar to a situation the team might face
(e.g. food distribution, earthquake response, etc.), but provide them with hurdles (i.e. the
lack of available data).

Option 2: Present the team with a project that they have worked on and are familiar with.
Then the facilitator will ask the team to reflect on how they would go about working on
the project if there was no data available to them.

The team might struggle to find approaches to address the given scenario without having
data. This is a good thing. Have them write down what they could do without having data
and how difficult or easy it would be to achieve that.

Part 2: Discuss

Once the team has reflected on the difficulty level of working a project without data, have
them compare the level of difficulty to the situation where they HAD data. The facilitator
will then open the discussion by asking the team the following questions:

Question: How has having NO DATA impacted
your project compared to HAVING DATA?

Question: How much does having data matter
to the success or failure of a project?

+C

IFRC

solferino
academy

Data Playbook Module 1: Understanding how data matters 54 - 55




M 1 S 6 No Data Situation

vojipviie
o |>x
olpdks
X | <[>

Extra credit

Optional to ask further question: How much does data matter in making decisions?

Facilitators have the option to guide further the discussion by introducing Show and Tell -
Data Stories (2 - 8).

This exercise was suggested by Hazel Carter and developed and edited by Melissa El
Hamouch and Dirk Slater
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Nurturing a
Data Culture

IFRC's strategy 2030 cites Digital Transformation
as a top priority for the IFRC network. It is one
of the key transformations required to address
our main challenges for this decade. Integrating
data and digital skills across our programs

will enable us to deliver better humanitarian
services, faster and at larger scale. This module
supports teams on their digital transformation
journey. It supports efforts to socialise, develop
and strengthen data skills within groups

with the aim of building a data culture.

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 3-
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Questions this module explores

» Why does data culture matter?
» What are some of the discussions and best practices to support a data culture?
» How can organisations and teams do quick and fun

planning to support data culture as a team sport?

Note that the understanding and support of a Data Culture varies by team, individual,

region, and country. The goal is to build a common language and journey by sharing data
skills and experiences. Use concrete and local examples wherever possible.

Learning Objectives

At the end of this module, learners will:

» be able to plan activities to build data culture

> be able to scope data literacy needs

» understand the larger context of the IFRC's Strategy
2030 and Digital Transformation strategy.

Module Topics
» What is Data Culture?

A data culture is a learning culture
It is a work in progress

Why is data a team sport
Socialisation of a Data Culture

® © @ ©

» Curating your Data Culture activities

o What is the “state of data” in the organisation/group
© How can you design your own curriculum to support a data culture?
o What are the skills you have and want

» Connecting Data culture to our collective impact
o How does data literacy support Strategy 20307

o What are some impact stories?
o Examples of Data literacy with Go and FDRS

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 4-7
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Recipes

A suggested step by step process to
achieve learning objectives

Explore your data culture: Consider how your colleagues can support a data culture with
Informal Data Working Group Planning (2 - 5). The following are useful for discussions
in teams: Using Data Audiences at IFRC (2 - 7), Building a Data Culture (guidance for
discussion) (2 - 6), How to nurture a data culture - data socialisation? (2 - 1) or GO
Platform (2 - 12). You can discuss with your team which level of digital maturity applies
to your National Society, using this Digital Maturity Framework (2 - 11) as guidance.
Consider sharing Why Data Matters (1 - 4).

Common Language and Impact: Invite participants to share Show and Tell - Data Stories
(2 - 8) on how data is used in your organisation and/or in the IFRC network. Facilitators
can start off the conversation presentations using: IFRC Digital Transformation Strategy
(2 - 9), FDRS Federation-wide Databank and Reporting System (2 - 13) or GO Platform
(2 - 12). Create your own organisation and department story on Data Products/Services/
Processes. Invite your Decision-makers to share with How to support data-informed
decision-making? (9 - 2).

Curating your own Data Journey: Start off with a Data Skills Scoping (2 - 2) followed by
Data Skills Scoping analysis (2 - 4)

Make a plan: Using the Activity Plan for Workshops and Learning Sessions (2 - 3)
design your workshop or curriculum over a few months to support a data culture.

If you're interested in measuring your National Societies’ current data and digital
capabilities with regards to people, process and technology, sign up for the Digital
Maturity QuickScan via digital.ifrc.org. If you wish to take it a step further and plan for a
digital transformation roadmap, sign up for the Digital Transformation Assessment (DTA)
(approx. 12 week). Contact details on digital.ifrc.org. For more details, please refer to: IFRC
Digital Transformation Strategy (summary) (2 - 10).

Ingredients

Pick and choose ingredients to create your own recipe. Do you have an ingredient we're
missing? Send an email to data.literacy@ifrc.org

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 5-7
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Exercises

Short, discrete social learning experiences

Teams can meet to review the following and discuss how it relates to their work and
organisation:

» Data Stories

» IFRC's Digital Transformation Strategy (Summary)
» Overview IFRC Digital Maturity Framework

Session Plans

Longer social learning experiences

How to Nurture a Data Culture: Data Socialisation
Data Skills Scoping Exercise

Informal Working Group Planning Template
Activity Plan for Workshops and Learning Sessions

vyVyYVYY

Slide Decks

Presentations to be used and/or adapted

» About the IFRC Digital Transformation Strategy
» Example: Go Platform
» Example: Federation-wide Databank Reporting System

Checklists/Handouts/Materials

For documentation of essential elements
of the learning experience

» Our Data audiences (Handout)
» Building a Data Culture (Handout)
» Example: Data Skills Scoping Analysis (spreadsheet)

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 6-7
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Next Steps

Relevant modules in the Data Playbook

Understanding how data matters (1) and Data Decision-making (9 - 3)

Credit

Heather Leson, Liselot Kattemolle, IFRC V1 Sprint, and Data Playbook Beta contributors
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..1 How to
nurture a data
culture - data
soclalisation?

Handout instruction: The following are
some tips on how to Nurture a Data Culture
and socialise data skills and use. This can
be used as part of your organisation’s
overall digital transformation strategy.

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 8-1
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M 2 Se1 How to nurture a data culture - data socialisation?

Key Concept: What Is
Data Socialisation

What is the data culture we need to be a data ready humanitarian organisation? What are
the data-driven strategies, programs, activities, and frameworks required to support this
transformation? We created the IFRC Digital Transformation Strategy to help implement
digital and data maturity across the network. The following are some organisational
tactics that might help you foster data literacy in your organisation. The Data Playbook is
one of IFRC tools to assist this journey. (See IFRC Digital Transformation strategy for more
details)

Data socialisation is the combination of sharing and widening data skills from the basics
to intermediary levels, while fostering a data culture. Often when people talk about data
(e.g. Big Data, Al) and technology (eg. tools and infrastructure) there is a focus on the
tools, data methodologies, and job roles to deliver ‘data’ or ‘information’ products and
services. While it is true that individuals and organisations have varying degrees of ‘data
readiness, what is the content to help foster a data culture? How can we connect the
usual data ready colleagues with the data curious?

Collecting user stories and building with existing ecosystems/networks in the Red Cross
Red Crescent Movement are two tactics. Data skills are part of everyone's job. Often, - if
the participants are not familiar with the technical tools/processes or the ins and outs
of, say, machine learning, the staff are not engaged or may even be intimidated. In order
for organisations to achieve a sustainable Data Culture, it needs to be inclusive. Data
Socialisation and nurturing a data culture focuses on building organisational confidence
and trust.
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Tips Description Example

People With a program designed in a collaborative way,

M D we then employed the ‘data help desk’ model. Each
Before Data of the data leaders are genuinely keen to support
(approach) a data culture. After all the sessions, we made
ourselves available to support people to learn,
direct them to additional resources, and answer
their questions. It is amazing how much people’s
trust in data and technology has been sprained.
Rebuilding this confidence and trust in an open and
collaborative way helps foster a data culture. Data
and technology can be effective and, even, fun if we
approach it with an honest appreciation for people's
fear of change and learning styles. By creating
spaces for conversations and giving everyone equal
access to explore their data skills, we put people
before data.

[T 1 EIRPETERS We convened data leaders from various different
Working work units to plan out initial ideas for activities. The

session content is shaped from the intel obtained
Group (team in the ‘Skill Scoping’ exercise. The circle widened
activity) as more individuals/units expressed interest in
leading particular conversations and sessions. The
Informal Data Working Group is designed to be
open to everyone. We also planned themes/topical
sessions based on key milestones like Open Data
Day, the launch of the Handbook of Data Protection,
and the OpenGeo Week. By finding your allies and
co-creating with them, you can build a plan for your
organisation and team.

1 (]| ERTee) o113 (e} How can you get a baseline understanding of the
(team activity) skills and opportunities for an organisation? What if
you have a limited budget and time to get a sense of
the barriers, opportunities, skills people can share,
and skills that they want to learn? Given resourc-
ing restrictions, a full scale ecosystem map of a
global organisation was not possible (yet). There
are competencies in people’s job descriptions, but
how can you find out the day to day needs? We
conducted a session designed at asking people to
talk about data, data types, their data workflows,
and what they see as the barriers and opportunities
to use data. Then, in the second part of the session,
we asked which skills people want to learn and skills
they could share. Each organisation and department
may have different priorities. This informal Data
Playbook session can help start a conversation to
socialise data skills as a priority. In previous ses-
sions, the top skills that people want are: analyzing
data, spreadsheet skills, data storytelling, data man-
agement techniques, and specific technologies. If
your department and/or organisation has more time
to do an assessment, we recommend you conduct
a Digital Maturity Quick Scan as part of the IFRC
Digital Transformation strategy.

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 10-11
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How to nurture a data culture - data socialisation?

Tips

Session
Design

Network-
Centric
(approach)

Partners/
Allies

Description

Most of the data literacy activities and content were
created in modularised format. We created content
with a 1-hour maximum content, outcome designed
and participatory interactive. We also made choices
to remove laptops and technology out of the con-
versations. Data socialisation is about the critical
thinking and contextual approaches to how and
why we use data. Some examples include - How do
we design incorporating data protection guidance?
What are the key questions we ask before making
an information product?

All of the news session designs and training materi-
als are being shared via various teams at IFRC, our
regional offices, and in National Societies, especially
via the Surge Information Management Support
(SIMS). We've also collected data skills content from
the Burundi Red Cross, Netherlands Red Cross,
American Red Cross, Spanish Red Cross, Qatar Red
Crescent Society, and more. We've obtained input
from the Norwegian Red Cross, Senegal Red Cross
and Nepal Red Cross (to name a few). Data leaders
have delivered sessions across the world. For
example, the Data visualisation module has been
shared in Budapest, Honduras, Kenya, Madagascar,
Switzerland, Senegal, the Philippines and Qatar.

Reaching as many people - staff and volunteers -
across the IFRC means building partnerships. We
look forward to evolving these activities and encour-
age more connectivity to help the shared joined. We
collaborate with amazing partners either formally or
informally.

Example

Local businesses, universities and/or humanitarian partners can provide
insights on your organisational journey. For example, you could have a
guest talk or do a joined event. Centre for Humanitarian data

Credits: The Data Pipeline image is from the School of Data cc by.
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Nurturing a Data Culture

2.2 Data Skills
Scoping

Data skills exist across the organisation.

This session aims to establish a baseline

of data skills and build common language
around data. Invite all staff from the office. Be
inclusive. In advance, recruit and socialise

among key stakeholders from various groups.

This exercise could be used in conjunction
with a more detailed “Digital Transformation
assessment” or “Digital Maturity QuickScan’.
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M 2 S>2 Data Skills Scoping

People: 8 to 40 people

Time: 90 Minutes

Difficulty: Easy

Virtual Materials: virtual meeting platform, shared document/writing space.
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Session Goals

Establish a baseline of data skills

Provide a shared learning space and build a common language around data use.
Introduce the topic of data literacy including which type of data exist.

Locate enthusiasm for data in your team: who is an

early adopter and who is data curious?

HAowpnp—

Preparation:

» Ask 3 to 4 people to help guide the session.
Explain the goals, formats and outputs.

» Use breakout groups for small discussions.

» Advertise the event and be welcoming to all staff. Be
mindful of the differing levels of data literacy in your
team, especially those who have diverse data skills.

» Create an online document to collect real-
time input from your audience. The document
should consists of the following sections:

State of Data:

» Types of data
» Barriers to Data Use

Opportunities with Data Use
» Skills Scoping

» Skills to Learn
» Skills to Share

Part 1: Introduction (5 minutes)

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 13-15
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We are co-creating a global, interactive network of data learners. Everyone has a voice
and we try to make it a vibrant, inclusive experience. Explain that a data culture is part of
your organisational digital transformation. Introduce why IFRC (your National Society) is
focused on data skills, and be brief. Ask the group to introduce themselves in 3 sentences
or less (name, group, and why they are excited about data).

Share the link to the collaboration document and explain how it works. Assign a person to
take notes in the collaboration document. Encourage participants to help.

Part 2: Discover the State
of Data (20 minutes)

» Divide into groups of 6 and ask people to write down
the barriers and opportunities for data use.

» Convene back in plenary and ask each group (not your helper) to
share their top 2 items (one key barrier, one key opportunity)

» Ask the group to add these to the collaboration document.

Part 3: Skill Scoping for
Curriculum (30 minutes)

In the same groups, ask the teams to brainstorm for 20 minutes

» What skills would they like to learn?
» What skills could they teach each other?

Discussion:
» Return to plenary.
» Ask people to share key observations.
» Explain that this is a way to find out people’s learning journey.
» Ask people to put colour-code or comment on the priority types.

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 14-15
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Part 4: Building your local
curriculum (15 minutes)

Explain that this exercise is to demonstrate how participants can inform a data skills
curriculum in their workplace all the while building organisational/individual confidence.
The purpose is to get participants in a leadership position thinking about how to help their
organisations use and share data.

» Put all the results from discussion on sticky notes
or your collaborative document.
» Ask for reflections, advise on next steps.

Part 5: End of session

» Thank everyone for coming.
> Let everyone know that there will be follow-up and that the planning
for the first meeting will commence immediately after the meeting.

Post-Session: Analyse, build
plans, & report back

» Document the notes from the posters in a spreadsheet.

» Send thank you notes to the helpers and participants
with the content collected plus next steps.

» Begin planning the next event about one month out. Be sure to
include your key 'informal working group' allies and topical area
leaders in the planning. You can also use Data Skills Scoping
analysis (2 - 4) to review and analyse the exercise feedback.

Extra Credit

Start the session with a senior leader sharing why they think a data culture is important
(brief talk.) Use the Activity Plan for Workshops and Learning Sessions (2 - 3) to help
you coordinate your organisation/team’s next steps.

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 15-15
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2-3 ACtiVity Plan
for Workshops
and Learning
Sessions

What is the purpose of an Activity Plan,
Workshop or Curriculum Plan?

National Societies, Secretariat/Regional Offices and Sector focal points
plan workshops, learning and sharing sessions. Learning as a team often
requires a clear plan to coordinate content, learning goals and scheduling.
this activity plan is a draft template to guide this process.

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 16-19
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M 2 S>3 Activity Plan for Workshops and Learning Sessions

Activity Goal(s) E.g. Is this a series of short workshops in a regional office or
a dedicated workshop for a sector (e.g. cash ERUs)

Type of Activity

Organizing Team

Date(s) of activities

Please kindly fill out all sections left white below.

About the Audience

Trainers and Team Leaders working with groups for discovery and learning. Teams working together so they can create
processes, workflows, and identify gaps in knowledge. Trainers who are leading sessions with individuals learning
together and from each other.

Target Audience

Main Audience

Secondary Audience

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 17 -19
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M 2 S>3 Activity Plan for Workshops and Learning Sessions

About the Content

What are the main challenges about reaching the audience(s) and training content, if any?

How can we overcome these challenges? Write key points on the importance of the topic.

Do you have any particular recommendations regarding the activity?

What is your plan for the sessions/series? Will it be remote or in person? Please list any additional resources
(PDF, Videos, etc).

Learning Objectives of the Activities
For guidance on writing learning objectives based on Bloom’s Taxonomy, click here or here

At the end of the activity, learners will:

1

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 18-19
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M 2 S>3 Activity Plan for Workshops and Learning Sessions

Learning Objectives of the Activities
For guidance on writing learning objectives based on Bloom’s Taxonomy, click here or here

Activity Planning

Include as many topics as necessary cooped with their respective key messages. Be sure to map this against
your organisational goals and as well as obtaining feedback from participants.

Topic 1 Key messages
Topic 2 Key messages
Topic 3 Key messages

Select the content from the Data Playbook to serve the learning objectives and organisational needs/feedback.
If you are creating new content, please do share back with the Data Playbook team. data.literacy@ifrc.org

Topic 3

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 19-19
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2.4 Data Skills
Scoping
analysis
Download Resources
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M 2 S>5 Nurturing a Data Culture

2.5 |INformal Data

Working Group

Planning

Informal working group were used to inform
the IFRC's digital transformation strategy
and coordinate data literacy projects. This
template sets out the basic outline of such
an informal working group. We recommend
using this template after running Data skills
scoping and reviewing our data audiences.
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Working Group Meeting
Best Practices

>

vyVyYVYY

Schedule your first meeting as soon as possible, pick a date and

time that you can make a routine, e.g. third Thursday of the month

at 1600. Choose the optimal time for group participation.

Coordinate your collaboration spaces and invite people to join.

For your first meeting choose a topic that got a lot of

attention in the Data Skills Scoping session.

Consider emerging topics for future working group sessions. Look for
opportunities to solve problems/challenges people may be having.
Make the meeting as valuable and engaging as possible.

Use a variety of interactive formats: discussions, demos, hands-on, etc.
If appropriate, rotate team members to lead the meetings.

Remind people via email one week ahead and one day ahead of the time.
Document each meeting in a collaborative space (in person or digital).

Coordination:

>

>
>

Have a Topic and/or goal for the session: (e.g., we will build

our critical thinking skills on data visualisations)

Include occasional sessions with no agenda, but focused on team-
building. Being a data advocate is often about socialisation and fun.
Have a consistent scheduled time, remember to start and finish on time!
Location:

o In person Location: (A nice space big enough for
your group to have small group breakouts)
o Virtual space: be consistent with the link and tool used

A lead, rotate team members for this role to help build expertise and confidence.
Use it as a way to develop ambassadors, data advocates and the data active.

A note-taker/documenter: (rotate members)

A session plan, remember to use a variety of formats, but here's an example.

A brief introduction to the topic, and a quick go-round asking participants to say one
sentence on what they want to know about the topic (why did they come?)

o Get people to break into pairs to discuss their challenges on the issue
and ask them to generate post-it notes with their challenges on them.

o Present a relevant case study on the topic. If someone on the team has in
depth experience in the topic, get them to present for five to 10 minutes

o Always include time for questions and answers
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S>5 Informal Data Working Group Planning

Extra credit

Ask the group if they have any resources they have seen or found
valuable on the topic and create a list on flipchart paper with responses.
Wrap-up by asking the group if they had any ahas or takeaway
learnings from the meeting. Also, ask if there are any relevant next
steps/action items individuals or the group may need to take.

Ask for ideas for a topic and a volunteer to lead the next meeting.
Follow-up with an email with reminders of next steps/

action items, notes including any relevant resources,

and the time and topic of the next meeting.

Use the Activity Plan for Workshops and Learning Sessions (2 - 3)
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Nurturing a Data Culture

2-6 Bmldmg d
Data Culture

(guidance for discussion)

How do we grow a data culture within

teams and organisations? In your teams and
organisations, what works and does not work
in building a data culture? This document
contains guidance for facilitating discussions
on data culture in your oganization.
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M 2 S>6 Nurturing a Data Culture

What works?

» Leaders at the board-of-directors, management and employee
level should share their vision in building data culture
Give examples of projects that show the benefits of a data culture
Creates spaces of learning in the organisation about building data culture
Reduce friction when transitioning between digital tools in creating data culture
Finding someone who has a “vision" of what data in their team could be
Recognizing that it's not a short-term problem to solve, but a long-
term education and awareness issue — highlighting and explaining
all the knock-on results of not investing in data culture
» Working through partner national societies to link horizontally in a
country if they have an IM team rather than from Regional down
» Having a identified good data focal point in the target team or NS — using Data
Playbook to start conversations to find those who gain or know data literacy
» Having the final product ready or understood by the data contributors

YyVyVYYY

What does not work?

Keeping inflexible leaders in key positions in an organisation
Putting only profit as an objective when creating data culture but
removing people and planet as objectives in the process

Giving up

Remote coordination and data collection is hard

Not having someone a data literate focal point

Only looking short-term project completions

vy

vyVyYVYY

To build a learning culture

Adult learning expert Malcom S. Knowles developed a learning theory called Andragogy;,
which essentially means adult-led learning. The following elements to this theory can be
useful to keep in mind when engaging your team to learn about data and therefore use it
more effectively for your organisation:

Adults need to understand and accept the reason for learning a specific skill.
Experience (including error) provides the basis for learning activities.

Adults need to be involved in both the planning and evaluation of their learning.
Adult learning is problem-centred rather than content-oriented.

Most adults are interested in learning what has immediate

relevance to their professional and social lives.

YyVyVYYY
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Understanding your team
members, key questions:

What problems are they trying to solve?
What are their motivations for using data?
How do they apply data in their jobs?
What skills are they keen to learn?

What can they teach others?

YyVyVYYY

Best practices for growing
a data culture

» The data culture must take into account people and the
planet in the triple bottom line, not just profit.

» Impose a set of rules on which everyone should follow.

Mentorship and network building to help people grow on their data journey

» Talk about success data product stories and how they
improved processes, share ideas openly

» Communicate your projects and findings, growing your
personal network for solving data related problems

» Write more how to or/and best practices materials, develop your framework
for working with data and share with people, adapt best suitable ideas

» Develop understanding of the importance of quality and timely data.

» Ensure that the cycle of data is complete. Everyone must be treated
as a data contributor and user. In short, what comes out of collected
data must be shared with those that contribute to the process.

» Trying to understand the point of view of the person/
people asked to collect the data you want

» Remembering colleagues are professionals with skills and expertise you
know nothing about, and have survived without fancy digital solutions
for years. Learning from others will make our data systems better.

» Documentation, documentation, documentation — RCRC is often
rushed to produce things on short notice and no time is left for
the documentation side, meaning it cannot be reproduced

» ‘Show’ the value of transforming data into information (from a business/
operational perspective’ (via success stories/practical examples)

» Projects can originate and be driven from various department
focal points. IT is often part of that team.

v

Extra credit

Reading on Adult learning: Reading on Adult Learning
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2.7 Data

Audi

This handout can be used for a short

exercise and discussion.
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IFRC has diverse audiences across the sectors and regions. We've built programming
based on these audiences. The key data user profiles inform the development of the
playbook and, potentially, future training planning.

» Data Curious wants to learn/support and be exposed to the data basics. They
need a welcome, inclusive environment as they begin their data journey.

» Data Advocate sees relevance and wants to improve their skills.

» Data Active are motivated to self-learn and are
on their way to being a ‘data-leader.

» Data Ready are ‘trainers’ or ‘'data leaders’ who lead data-
driven projects and mentor colleagues.

Data Curious

Are looking for a starting point. They need opportunities to provide context and
perspectives about why and how data skills matter. They need:

Solutions to their problems

Practical Information that meets them where they are at.
Easy, accessible and clear explanations and examples

A guided path to self-help

Access to support and mentorship

They are often stakeholders who use products/
services and want to understand more.

YyVYyVYYYVYY

Data Advocate

Will continue on their data skills learning journey. They are likely to be great supporting
actors in building a data culture. They know the starting point is to ask a question. They
need:

> Access to a wide range of self-learning materials
» Mentoring from those with more experience in using data
> To use data to be more effective and build critical thinking skills

Data Active

Data use is sometimes part of their job and skill set. They are continuous learners and
may mentor others on their data journey. They frequently ask: how might one become
more adept with data and improve data skills? They need:
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» To learn by doing things with data
» Materials to teach others about data
» Social learning experiences to gain access to peers and expand their networks

Data Ready

They can range up to very advanced data skills. They may or may not be data scientists,
but they are deemed proficient in a range of data skills. They need:

To upskill themselves to be even more data ready
To address the data skills gaps in their organisations
To save time, improve data workflows

>
>
>
» To grow their network of peers

Which one are you?

» Data Curious needs a welcome environment and introduction
to learn and be exposed to the data basics.
» Data Advocate sees relevance and wants to improve their skills.
» Data Active are motivated to self-learn and are
on their way to being a ‘data-leader.
» Data Ready are ‘trainers’ or ‘'data leaders’' who lead data-
driven projects and mentor colleagues.

An example strategy to
reach audiences

We're designing the Data Playbook for the data curious. Everyone is on their own learning
journey. Peer-to-peer learning is an ongoing effort for every data audience. We know the
main people who will use the Data Playbook will be the data active and the data ready. We
will reach the data curious and the data advocates through them. Data is a teamsport.
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M 2 S8 Nurturing a Data Culture

2.8 Show and Tell
- Data Stories

Data is used across all our work. Let's spend some
time celebrating the impact of data by sharing data
stories and examples. Part of digital tansformation
and building data literacy is sharing learnings
around data-driven products and services for
humanitarian response. Giving demonstrations
and sharing data stories helps build a data culture
and supports a common language for your
transformation. This exercise will help you discover
your shared data journey and explore opportunities
for sharing and learning from each other.

There are videos on Solferino Academy website and content on

digital.ifrc.org to provide some global examples. It is best to have examples
from local and regional projects, products and/or services.
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People: 10 to 30 people

Time: 60 Minutes

Difficulty: Easy

Virtual Materials: virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Exercise

Part 1:

In small groups, get participants to introduce themselves. Share an example of how data
is used in your work/your national society. It can be an item, a project, a program or part
of a larger project. Or, participants can share an example from other organisations.

Add examples with quotes, screenshots and links to a collaborative document. You can
find some video examples on Solferino Academy website and content on digital.ifrc.org.

Part 2:

What are some examples that you shared? Any common themes? (This is a way to inspire
people that they are already driving transformation in their work. It also helps build a data
culture by sharing existing products/services.)

Extra credit

Invite a guest speaker to share about their data-driven product/service. Participants could
also share about FDRS or the GO platform as part of this discussion. Also see No Data
Situation (Exercise) (1 - 6)

Credit

IFRC Data Playbook sprints, Heather Leson
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..o [IFRC Digital
Transformation Strategy

(background information)

(i) Source: IFRC
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The IFRC's Digital Transformation Strategy

A Digital Transformation is an ambitious journey
for each of the 192 National Societies in the IFRC
Network and for the Federation as a whole. Your
engagement and leadership will be important
as we look to align our people, processes, and _

In 2021, approx. 10 NS are in Step 3.

technology in a common direction. ey R oy
15 NS will be in step 3.

Step 3

Digital transformation is inevitable given the

ongoing pace and adoption of technology and 3lep 2

the changing expectations of staff, societies, and In 2021, approx. 20 NS are in Step 2.

people in need. The IFRC wants to sustain its - b sk, Weis shals o6 & Gasi

global position as a leading humanitarian service

provider. In order to achieve this, it is a top priority

to reduce the digital divide within our network In 2021, gproximgiiyely
- ] half of all 192 National

over the next 4 years and grow the digital maturity  societies are in Step 1

of both National Societies and the Secretariat.

Step 1
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IFRC Digital Transformation Strategy

The IFRC's Digital Transformation Strategy

The IFRC's Digital Transformation Strategy emphasizes National Societies. The
ambition Is to leverage and augment the skills, smarts & experiences already existing

: .. : - ~ital N\aturity
across the network. We do this by an organizing model that includes: pigit
> The digital maturity framework, in order to speak the same language
and structure the digital transformation journey of National Societies; N_S N_S
> Competency networks to connect and coordinate across

National Soclieties and encourage peer-to-peer collaboration;

> Coordination of issues and opportunities across the network through

® Already existing entities (Global,
Geneva, Reference centres);

® A new Accelerator Team (and corresponding ‘ ' : : :
Peer-to-peer Support NS B NS B NS B NS l NS
governance structure for DT with a director of Digital : 2 . . . . .

Transformation at the Secretariat in Geneva; Country Cluster Offices J

Insourcing Expertise

® External partner engagement to harness collective
negotiating power and to support the expansion
of local National Societies’ capabillities.

This model enhances connectivity within the IFRC Network to support local solutions,
peer-to-peer learning between National Societies, inter-operability between our digital

tools and services and better alignment in many other functions such as HR, budget
and logistics.

IFRC Global Reference Centres
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Digital Transformation & IFRC Strategy 2030

People increasingly rely on and Global

, . Climate and Evolving Growing Gaps Migration Values power
expe_ct d dl\{erse range oif eligfizl Challenges Environmental Crises and in Health and and Identity and Inclusion
services to interact w!th local | Crisis disasters Wellbeing
government, companies, community
organisations and services and People Anticipate, People lead safe, healthy People mobilise for inclusive
this shift is already happening in respond to, and quickly and dignfied lives and and peacful communitites

humanitarianism. recover from crisis opportunities to thrive

At the same time, most of the Red
Cross Red Crescent’s National
Societies are still putting basic IT
In place. The digital divide remains
a significant challenge but also
presents opportunities.

Transformations @ NS as Strong and Effective Local Actors
Inspiring and Mobilizing Volunteerism

Ensuring Trust and Accountability

Working Effectively as a Distributed Network

Influencing Humanitarian Action

Financing the Future

The need for a successful and large-
scale Digital Transformation is urgent.
Digital transformation naturally
supports the other 6 transformations
required to address the 5 global
challenges of this decade, as outlined
by the IFRC's strategy 2030.

1 Enabled by Digital Transformation
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The Digital Maturity Framework

Digital Transformation at the IFRC is centred around a digital

maturity framework that defines different levels of maturity

across three domains: people, process and technology. The

objective of the framework is to provide National Societies with Step 3

a map to assess their current data and digital capabilities and | __ |
to scope their ambitions for the future. It aims to measure the ationg| Sccielies gre data-drien
- P : . ' : —— and develop their own digital
ability of NS for continuous improvement of its humanitarian services. The organisation
operations through application of data analytics and digital Sten 2 has flexible and scalable
technology. ep information technology.
The digital maturity framework has been developed through Nationgl Sacigtigs dedicale peciic
: expertise to data and digital development.
an extensive research process on .the ecosystem of dqta and They focus on setting up a multidisciplinary
digital in the context of humanitarian service delivery in the data and digital team that shares
Red Cross Red Crescent. The framework adopts a Capability Step 1 ]‘j’at? acioss tze Or%a”_'sat'on
. . . . or Insi and analysis.
Maturity Model Integration (CCMI) approach, which provides National Societies are setting up : ‘

an assessment of the status quo, while also indicating what the basics for digital transformation.
needs to be in place to achieve a next level. As such, it provides ~ They focus on getting basic information

: _— . technology in place. There is an interest
guidance of what a roadmap for digital transformation could L LS

look like. but limited capacity and resources.
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>-10 |FRC Dlgltal
Transformation
Strategy tummev

In virtually all countries, people increasingly
interact with local government, private sector and
community organisations through a diverse range
of digital services. The International Federation

of Red Cross Red Crescent'’s (IFRC) Strategy

2030 identifies that this trend is also happening
within humanitarian organisations. At the same
time, research shows that the vast majority of

the Red Cross Red Crescent’s (RCRC) National
Societies (NS) do not have or are currently working
to put in place basic IT infrastructure, digital
applications, digital services, and network systems.
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The so-called Digital Divide remains a significant challenge at international, national and
local levels, but also presents opportunities.

The need for a successful and large-scale Digital Transformation of our network is urgent.
Strategy 2030 identifies digital transformation as one of the seven transformations that the
IFRC network must embrace to address the main challenges of the decade to come.

Organizing for change

The Digital Transformation Strategy aims at strengthening the relevance, speed, quality,
reach, accessibility and sustainability of humanitarian services by improving the
Network's capacity to utilise data analytics and digital technology. This is not a digital
strategy on its own, but a strategy for a digital world.

In order to achieve this aim, the following three enablers are woven through the IFRC
Digital Transformation Strategy:

» Emphasizing that people are at the centre of the process;

» Energising IFRC network to share global capabilities and
knowledge among National Societies; Improving the IFRC's
capacity for interoperability and common data standards.

As there are clear actions required to secure digital transformation, an organizing model
has been developed, including:

» A shared digital maturity framework to speak the same language and to
create a roadmap for the digital transformation of each national society
» Competency networks to connect and coordinate across National Societies
» Coordination of issues and opportunities across the network
through regional offices, IFRC Geneva and accelerator Team
» External partner engagement to augment, in source
and expand national society capabilities

= C | solferino Data Playbook Module 2: Nurturing a Data Culture 38 - 40
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Examples: Data and digital in
humanitarian service delivery

Disaster management: better preparedness
through early action protocols Philippines

The Philippines are struck by an average of 20 typhoons annually, with climate change
intensifying the effect of these storms. To increase their typhoon response capacities, the
Philippines Red Cross (PRC) developed under the sponsorship of the German Red Cross
and in collaboration with 510, IFRC and local authorities a Typhoon Early Action Protocol
(EAP), powered by data analytics. The EAP can be implemented by PRC chapters

in 19 targeted provinces, in four different parts of the country. It is meant to facilitate
anticipatory actions of the PRC when certain tropical cyclone forecasts show a high
likelihood of a severe impact in the country. This for example includes the evacuation of
residents and livestock, early harvesting, and strengthening of shelters.

Digital community engagement: chatbots Georgia,
Armenia, Kazakhstan, and Peru

Interactive text messaging with tools like chatbots helps extend RCRC services to people
“where they already are” - namely, through the channels like WhatsApp, Telegram, &
Facebook Messenger. The opportunities to use chatbots for community engagement
across sectors are numerous. The two-way communication system allows for streamlined,
more direct assistance, identification of needs and rumour tracking between National
Societies, community members and volunteers. The COVID-19 response accelerated

the adoption of digital technologies to continue communication with communities when
physical engagement became highly constrained or impossible. For example, National
Societies in Georgia, Armenia, Kazakhstan, and Peru deployed chatbots to register
volunteers, trace ambulance services, provide psycho-social support, provide COVID-19
specific information or remotely assist displaced people affected by the COVID-19 crisis.

Digital identities & Digital Cash for improved
cash and voucher assistance Kenya

The significance of identification as a prerequisite to access services is significantly
increasing. At the same time, rapid advancements in modern technology provide new
opportunities for engagement with beneficiaries, such as reaching those who were
previously unregistered. In Cash Transfer Programs beneficiaries are given safe access
to financial services through the application of a functional ID. For example, the Kenya
Red Cross piloted a system where beneficiaries could self-register for a cash distribution

(i) Philippines Early Action Protocol Summary

(ii) Digital Identity as analysis for the Humanitarian Sector
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program. In addition to self-registration through a low-bandwidth web application, the
pilot tested self-sovereign identities, automated one-way communication through SMS
(in the language of their choice), cash program management and platform integration
with M-Pesa. Cash information management is a key component for National Societies to
ensure they have people, processes and technology in place and are cash prepared for
disasters.

Maps for disaster preparedness and response:
Missing Maps & Lebanon (Beirut blast)

Accurate maps play a critical role in understanding human communities, particularly for
populations at risk. Not existing on maps makes communities and individuals less visible
to decision-makers and as a result, are increasingly vulnerable to disasters or epidemics.
Likewise, these areas may receive reduced assistance because first responders have
less information about them. Missing Maps is an open, collaborative project in which
volunteers help to map these unmapped communities, creating better geographic
information for humanitarian organisations. Maps also played a key role in coordinating
immediate disaster response activities in the wake of the Beirut blast. The Lebanese

Red Cross was one of the many first responders on the ground but needed additional
support to quickly and efficiently assess the damage at debris level in order to access
and reach all communities that were in critical need of assistance. Satellite images and
crowd-sources images were analysed by state of the art algorithms co-developed with
volunteers and the private sector to create a damage map which significantly increased
the first-responders capabilities to navigate the disaster.
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..n DIgital Maturity
Framework

(i) Source: IFRC
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Digital Maturity Framework

afa

Process

Tech

Step 1: Beginner

Starter Level Level 1

Leadership understands the need for
digital transformartion and prioritizes it.

There is basic data literacy among
staff and volunteers.

Increased use of digital technology
to reach multiple audiences, collect
feedback and understand needs.

Information remains isolated in siloes.

The National Society seeks some external
collaboration, within the IFRC network

or with privaye sector and academia.
Data is collected ad-hoc and to respond
to external partners' requirements.

There is limited core budget for
data and digital technology.

The National Society's data is not
structured and quality is unknown.

Connectivity and IT infrastructure are minimal.

Step 2: Competent

Level 2 Level 3

Leadership advocates for digital transformation
and creates an environment for expirimentation.

The National Society actively recruits
data and digital experts.

User feedback leads to improves
(digital) services and operations.

Information is shared across departments.

The National Society structually collaborates
with the IFRC network, private sector providers
and academia. The National Society actively
collects data for internal needs. Core budget
for data and digital technology is available.

The National Society has data standards in place.

Connectivity and IT infrastructure are reliable.

Step 3: Expert

Level 4 Level 5

Leadership understands the full potential of digital
transformation and uses it to opimise humanitarian
response. Staff and volunteers have a vital and
accelerating role in digital transformation.

Multiple audiences are able to directly
engage with the National Society.

Decisions are driven by data.

The National Society contributes to global
data standards within the IFRC network.

The National Society provides reliable and
scalable digital services to the IFRC network.

New digital business models generate an income stream.

External partners adopt to the National
Society's data standards.

Distributed computing mechanisms are
used to process high volume tasks.
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... G0 Platform
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Video
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Video
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go.ifrc.org

+
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IFRC systems User added External sources
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go.ifrc.org
A
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GO Platform

go.ifrc.org

"Data Literacy includes the skills,
knowledge, attitudes, and social
structures required for different

populations to use data.’

(i) Source: School of Data

GO Is the operational data platform
for all IFRC network emergencies.

The data included in GO is for
and by 192 National Societies
and 14.8 million volunteers. Thus,
data literacy iIs key to quality and
timely delivery of humanitarian
services and decision-making.

ccccccccccc
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GO at a glance

G

Data on hazards, needs and capacities - Evidence-base - Enhanced operational decision-making
Common situational awareness
Modularity
Prioritisation

Coordination
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Pooling IFRC-wide field data collection
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go-user-library.ifrc.org

»  The GO user library provides templates and access to GO data

Ifrcgoproject.medium.com

> Read the GO Blog for updates from the GO team
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Thank you!

Please contact im@ifrc.org if you have any further questions, comments, or suggestions
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FDRS: Who, What, Why, where?

FDRS comprises of a global team present in Geneva, Budapest, Panama and Kuala Lumpur.
It is also supported by all PMER teams and other key colleagues in all IFRC offices.
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What?

FDRS is a platform that collects annual and semi-annual data from the
192 Red Cross Red Crescent National Societies twice a year.

"l
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Evolution of FDRS

Since 2012, the Federation-wide Databank FDRS has built a strong data foundation and has
and Reporting System (FDRS) was firmly extensive experience collecting Federation-wide
established as a unique database to show data on an annual basis, including established
the IFRC's network capacity, resources, and standards, guidance, systems and processes.

services worldwide, both In disaster response
and long-term development programmes.

+C | solferino Data Playbook Module 2: Nurturing a Data Culture 55 - 62




D|A|T|A[P|L|A|Y|B|0O|O|K M2 | & =13 FDRS Federation-wide Databank and Reporting System
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FDRS collects National Societies annual and semi-annual
data summarized in some indicators. Also, National
Societies should report their key documents
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Why?

\ 1/

©

FDRS was created as a performance platform for
National Societies. It is also a constitutional requirement
for increased transparency and accountabillity.
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Why 1s FDRS such a unique and capable database to
show the federation’s network capacity and resources?

1 Capacity

® Experience In Federation-Wide data collection

? Standards and Processes

® Solid data collection and data validation process

® Standardized definitions of indicators

® Defined data disaggregation and other key standards

® Systematic processes and a supportive network of National Society focal points
® Established engagement with technical teams and partners
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Supporting data literacy

1. Empowering National Societies to be owners of their data

»  We have developed strong awareness across all National Societies
about Iinternational standards. We also provide training and guidance
to support NSs In their data collection and reporting journeys.

All reporting Is done through the backoftice shown below.

»  Through our continuous engagement with National
Socleties, we provide continuous technical support

»  We promote and position National Societies by making their data available
and also by encouraging the exchange of experiences and learnings
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FDRS Federation-wide Databank and Reporting System

Supporting data literacy

2. Encourage questions about the data interpretation

> Data collected by FDRS goes through an end to end validation process
that includes the National Socleties, technical team members and FDRS
team members. All this promotes transparency in the data as well as
encouraging much needed interrogation by all the parties, reducing bias.
This culminates in an annual flagship publication known as the Everyone
Counts Report that provides important analysis to inform National Societies.
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Supporting data literacy

3. Promote knowledge sharing

»  Through webinars, data workshops and forums, FDRS takes every opportunity
to share knowledge on Its processes and standards with National Societies
and staff. This promotes collaboration and growth for all parties involved.
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Thank you!

Credit: FDRS team
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Strengthening
Data Teams
and Projects

Many projects at IFRC have a data component.
The purpose of this module is to guide users to
think about all the steps in a whole data project
rather than their respective field or sector. This
module aims to answer the question: How might
data teams build and implement a ‘Data-Driven
Project’? These exercises and tools require a
true ‘data as a team sport’ approach. Facilitators
are encouraged to review outputs with a wide-
range of expertise from legal to management to
ensure that the project is executed adhering to the
organisational policies, mandate and principles.
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As with any content of a general nature, the guidance (and examples) contained in the
module are only intended as a starting point. You should do your own due diligence,
involving legal counsel where appropriate, to determine what any specific legal
obligations (or other relevant considerations) are in your operating context.

Questions this module explores

» How can we map our data projects and data workflow?
» What are data and technology questions we should be asking?

Learning Objectives

» How to test a data project from inception to implementation?
» Considerations for a holistic approach to a data project
» How can teams test a data project and do a risk analysis?

Module Topics

» How to coordinate a data team and project?
» How to test a project for risks and gaps?
» Taking a whole plan approach to a successful data project

Recipes

A suggested step-by-step process to
achieve learning objectives

1 Use Place Data-Driven Project Items in Order (3 - 1) to engage
participants in the complexities of a data-driven project and discuss
The roles to support each step of the workflow (3 - 2)

2 The Data Simulation ‘'simulates’ data workflows for various topics and
teams. Use with the Data Responsibility Scenario (3 - 12) and two
scenarios in (Module 7) Polio Campaign Monitoring In Syria (simulation)
(7 -17) and PMER Data Simulation (7 - 15). The next steps for this brief
project review session could be used in conjunction with the Data and
Technology (Checklist) (3 - 3) and Risk Register Template (3 - 7)
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3 For larger data projects, teams may need to do a more extensive
review of their plans. One method is: Running a Datathon and Red
Team (3 - 4). Teams can prepare highlight inputs in the Datathon
Output Analysis Template (3 - 6). Part of a data project includes a
Data Impact Assessments (3 - 11) They can also prepare an overall
presentation for review and next steps with Datathon Output (3 - 5).

4 Data Teams and projects can improve by telling the story. This exercise helps
bring clarity to the product/service/project and encourages teamwork in a fun
way with Storyboard a simulation (part 1) (3 - 8) and Data Product Storytelling.

5 In a group discussion, ask participants to synthesise what they've
learned by compiling a list of data-driven project best practices.

Ingredients

Pick and choose ingredients to create your own recipe. Do you have an ingredient we're
missing? Send an email to data.literacy@ifrc.org

Exercises

Short, discrete social learning experiences

Put in Order: Data Project Workflow Steps - Participants the complexities from the
beginning to end of a data-driven project

What are the roles needed to support a data workflow - Participants map out the
ecosystem of roles needed to implement a data-driven project.

Session Plans

Longer social learning experiences
Data Simulation. Participants ‘simulate’ data project workflows for various topics.

Data Product Storytelling

=4 C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 5-6
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Slide Decks

Presentations to be used and/or adapted:

Datathon Output (3 - 5) - How to share analysis and next steps on data project
Storyboard a simulation (part 1) (3 - 8)

Data Impact Assessments (3 - 11)

Checklists/Handouts/Materials

For documentation of essential elements
of the learning experience

Data and Technology (Checklist) (3 - 3) - A worksheet for developing an efficient,
legitimate and responsible workflow in software projects.

Risk Register Template (3 - 7) (spreadsheet)
Datathon Output Analysis Template (3 - 6) (spreadsheet)
Running a Datathon and Red Team (3 - 4) (Handout)

Data Responsibility Scenario (3 - 12)

Next Steps

Relevant modules in the Data Playbook

Getting the Data We Need (4) and Data Science and Emerging Tech (10). And, keep
showing the impact of a data culture with Nurturing a Data Culture (2)

Module credit

Heather Leson, IFRC ESSN team, Turkish Red Crescent Society, IFRC V1 Sprint, and Data
Playbook Beta contributors
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s.1 Place Data-
Driven Project
ltems In Order

Every project is different, however there are
some standard steps in a data driven workflow.
A workflow relates to the processes and
methods an Information Manager or Data Officer
may use to implement a project from start to
finish. By clarifying a workflow, it is easier to
identify needed roles, tools and technologies.
Some of these terms may be new to users and
vary by sector and industry. Be sure to modify
and clarify as needed for your project.
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People: 4 to 16 people

Time: 30 Minutes

Difficulty: Easy

Virtual Materials: virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Preparation:

Print or Write the following in large text on your collaboration document:

Design/Consult

Prototype/Test

Assess your users

Get/Find Data

Verify

Process, Organise, & Clean Data
Analyse Data

Present Data

Project Close

Archive

VVYVVYVVYYVYYVYYY

Exercise

Part 1: Introduction (5 minutes)

Share examples of data-informed projects. This exercise is best done with concrete data
projects that your organisation and team are familiar with. Or, conversely, this could
introduce a new project and begin your team planning.

Part 2: Explore (15 minutes)

In small groups (ideally pairs), review the data project steps. Be sure to have a separate
document for each team. Take notes on any insights or questions on a shared document.
Ask your participants the data steps in order. As they put things in order, be sure to ask
people why it goes there. Or, ask them to take notes about why they made that decision.
Participants will likely figure out that some bits are linear and the others are cyclical.

What is linear is the pipeline:

» Ask a question
» Get/Find Data
» Process (organise/clean) Data
> Analyse Data
+C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 8-9
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» Present Data
» Project Close
» Archive

While these pieces are more cyclical:
» Design/Consult

» Prototype/Test
» Assess your users

Part 3: Discuss (10 minutes)
In plenary, ask people to share their decisions and questions. Discuss the nature of data

projects and consider how teams may need to repeat many of the steps and learn during
each iteration.

Credit

This was adapted from Responsible Data Forum's Data in the Project Lifecycle and
Fabriders' A Data Strategy Workshop Curriculum.

Also see, Infusing ethics into data projects
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3.2 1he roles to
This exercise will demystify what it takes to
undertake a data-driven project. This can be
run as part of a data simulation, with scenarios
provided, or with a team or group that is
about to undertake a data related project.
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Se2 The roles to support each step of the workflow

Time: 30 Minutes

YyVVYYVYY

Exercise

Difficulty: Medium
Virtual Materials: virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

People: 2 to 12 people

Write each step of the data-driven workflow on individual post-it notes and place them
sequentially in a row on the wall. Now ask participants to identify the roles needed for

each step.

An example of what your collaboration
space might look like:

Prototype Verify Clean analyse Project
Close

Project lead  Project lead Trainers Comms
officers
Legal Volunteers Project Audit
analysts/
officers
IT Local com-
munity
Managers/
senior man-
agers
Credit
Dirk Slater, Heather Leson
+C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 1-1
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3.3 Data and
Technology

(Checklist)

Processing data in a responsible way is a core
activity throughout the RCRC Movement. This basic
worksheet on technology and data processing in
software projects will help you develop an efficient
and legitimate data workflow. It is for people
supporting data-driven projects but also provides
insights to those that want to better understand
what it takes. This list should be completed as a
team and result in a shared understanding of any
outstanding questions or next steps for a project.

RESPONSIBLE DATA IS:

The duty to ensure people's rights to consent, privacy, security and
ownership around the information processes of collection, analysis,
storage, presentation and reuse of data, while respecting the values of
transparency and openness.

Responsible Data Forum, working definition, September 2014

#C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 12-21
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Instructions

Fill out as best you can in the amount of time you have. Please continue
to answer all the questions until you feel you can assure ‘privacy by
design: Note that items with an asterisk (*) have further details in the
‘Things to Consider’ section at the end. You will need to engage many
different stakeholders to answer these questions and you may want to
identify a team with different roles to work on the checklist. Please add
more questions that might be relevant for your team and context.

The checklist

Project Management

Item Question Notes

What is the total cost of
the project? This should
include software devel-
opment, training, and
other costs connected to
the project's lifecycle.

Will a risk assessment
(IT security and/or data
protection and/or repu-
tational) be conducted
as part of the Project
Management review?

Which stakeholders
need to be consulted for
signoff?

Who are the main
stakeholders for this
project? Who will use
the technology, who
will be affected by the
technology?

= C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 13- 21
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Item Question Notes

Within the organisation,
what is the process to
follow? Who do we need
to go to first?

General Technical Management

Item Question/ Notes
Comment

Must certain software be
licenced? What type of
licence?

If the software is pro-
prietary, will IFRC and/
or NS have the right to
request customization
and/or regular mainte-
nance?

Will there be a service
contract for this? What
does it cover: updates,
security, new features,
etc?

Who is supervising the
use of the software?

Who owns the source
code for the software?

Who maintains the
software?

How will the hardware
be maintained?

Are there data and
software backups? Is the
system redundant?

+C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 14 - 21
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Item Question/ Notes
Comment

Will cloud hosting be
used?

Does the service meet
the requirements identi-
fied in the risk assess-
ment?

What is the legal juris-
diction for the server?
May data be transferred
to other jurisdictions and
do we have a chance to
object to such transfers?
Must consider if there
are data protection laws
require the data to stay
in one jurisdiction.

How does backup copy-
ing/mirroring work?

When is data held by
the service provider
deleted?

Is access management
in accordance with stat-
utory requirements and
the service provider's
own internal control
systems?

How does the service
provider ensure that per-
sonal data from one data
controller is not mixed
with those of another?

Can the service provider
use the enterprise’s data
for its own purposes?

= C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 15 - 21
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Item

Question/ Notes
Comment

What protections are

in place to ensure the
integrity of the data, and
protect it from breach
(including unauthorized
deletion, alteration and
access)? What is the
plan if data is tempo-
rarily or permanently
unavailable (lost)?

And, how and when will
breaches be reported?

Can you regulate the
service provider's use of
subcontractors, and that
the enterprise has an
overview of and control
over such subcontrac-
tors.

Is the use of cloud com-
puting services audited
on a regular basis? In
other words, you yourself
or an independent third
party must perform a
security audit to ensure
that the data processor
agreement is being
complied with.

If the agreement states
that a third party is to
perform the audits - will
you be provided with the
final audit report?

Can the data be trans-
ferred to a new service
provider if this is deemed
desirable?

Is the solution adequate-
ly documented, so that
public authorities can
perform an audit?

Have provisions for
security and encryption
been made? At each
stage? Communication,
at rest, in transit, etc.
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Data and Technology (Checklist)

Item Question/ Notes
Comment

Who holds the encryp-
tion keys?

“Selecting enterprise software requires balancing a lot of considerations: software features, viability and support
model of the vendor, total cost of ownership, capabilities in your company and your business strategy and growth

expectations. Success takes investment. You will pay for your software whether you use open-source or commercial

applications.”’

Source: Dave Hillis, 'The new world order for open source and commercial software', Techcrunch+

Data Management

Item Questions Notes

Who are the controllers
of the data? (the party
responsible for deter-
mining the why and how
of data processing).

What "processing of
data" is envisioned?

Who will be the “proces-
sor of the data"?

What contract, terms

of service, or other
agreement relates to the
processing of the data?
Has it been reviewed by
your legal department?

How have you deter-
mined your security
measures/mitigation?

How will "The right

to privacy- and family
life"be respected while
processing data?

=4 C | solferino Data Playbook
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Item Questions Notes

What are the legal
jurisdictions for the data
management: storage,
use and sharing of the
data?

If there are data back-
ups, who is accountable
to keep these up to
date?

Are the backups in the
same or different legal
jurisdiction?

How many copies of the
data will be kept and
where? (cloud server?
remote server? local
server?)

Will the data workflow/
system keep an audit
trail and if yes to what
level of detail? (who
accessed it, when,
where and what did the
user do)

What is the data work-
flow process?

Is it secure and does it
include data minimiza-
tion whenever feasible?
Data minimization is the
practice of collecting
and keeping only the
data you need.

What are the respon-
sible data risks and
mitigation steps during
each step of the data
workflow?

What are the guidelines
for protection of the
data?

What are the training
and accountability
needs?

+C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 18 - 21
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Data Sharing

Item Questions Notes

Who is the data con-
troller, and are there
restrictions on the use
or sharing of data (for
instance intellectual
property issues: copy-
right, etc)?

Who has access to the
data?

Is it possible to open the
data?

Who can share the
data?

Is there an agreement
with the party that data
is to be shared with?
Reviewed by your legal
department?

Is there a record of data
sharing in the system
and/or for the organi-
sation?

What capabilities for
import, export and
exchange of data are
required? And in which
format?
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Data and Technology (Checklist)

Things to consider

On item 6:

It is helpful to review open source licensing. Keep in mind that if a university is in charge
of the system, they often have a department and a regular student pipeline of people
who can upgrade and maintain the system. Note that they would need to abide by the
strict guidelines and not have access to the data. Use a processing agreement with
strict regulation on confidentiality and privacy. And/or there would need to be a sign off

process.

On item 12:

As per the ICRC Data Protection Handbook (2nd Edition), cloud services can include risks
such as the following in the context of Humanitarian Action:

YyVyVYYY

The use of services from unprotected locations;

Interception of sensitive information;

Weak authentication;

Data can be stolen from the cloud service provider, such as by hackers; and
Possible access by government and law enforcement authorities

If you use cloud service remember there are three different models:

1

3

Public cloud, where the vendor makes cloud computing

services available to all customers.

Private cloud, where cloud computing services are made available only to
those businesses to which they apply. This arrangement enables a greater
level of customisation than is possible in the public cloud model.

Hybrid cloud, which can be a combination of the models described above.

If use of cloud remember:

vyVyYVYY

To sign a data processing agreement

Emphasis the principle of Confidentiality

Ask for routine reporting of those who have access to the cloud
Identify all the enterprise’s systems containing personal data. Then
grade the sensitivity of the data (depending on your internal policies,
it might look like this: public, restricted, internal, confidential, highly
confidential, with categories for personal and sensitive personal data).
Evaluate risks (what could go wrong).

Assess the consequences if anything were to go wrong,

e.g. that personal data falls into the wrong hands.

Create a list of security measures that have been

implemented to deal with any incidents.

Assess the security measures in the agreement with

the cloud computing service provider.
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Item 20

Other common denominators that will impact your workflow:

» The principle of confidentiality
» Consent
» Data controller: a person who (either alone or jointly with other
persons) determines the purposes for which and the manner in
which (means) any personal data are, or are to be, processed
» Personal data and sensitive personal data (recall that
what data is sensitive is context dependent)
» Processing (any operation on data: collection, storage, deletion, transfer, etc).
» Red Cross/Red Crescent National Societies are
an auxiliary to the public authorities

Resources

See the IFRC Data Protection Policy

Credit

Teams that contributed to this checklist are: IFRC Information Management, Health, Legal
(IFRC and Norwegian Red Cross), Security, PMER, IT. Updated by Heather Leson and
James de France (2021)
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3.4 Running a
Datathon and
Red Team

What is a #datathon?

A Datathon is a data related sprint where you are
challenged to work on a real-world business case.
This method could be used for large and small
projects, especially as the templates and exercises
have a special focus on designing with data
protection and responsible data use. One workshop
used this team methodology to assess a project'’s
use of data leveraging different technological
areas such as machine learning, Al, and data
science. For this specific exercise example, the
IFRC conducted a datathon in order to support and
improve the data analysis processes and outcomes
in support to a data project The participants will
have to come up with solutions and opportunities
for data collection and analysis processes within
the programme based on the provided datasets.
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What is a Red Team?

Red Teaming is a full-scope, multi-layered simulation designed to measure how well an
organisation’s people and networks, applications and physical security controls can be
exposed to potential vulnerabilities.

A thorough red team test will expose vulnerabilities and risks regarding:

» Technology — Networks, applications, routers, switches, appliances, etc.
» People — Staff, independent contractors, departments, business partners, etc.
» Physical — Offices, warehouses, substations, data centres, buildings, etc.

For this specific exercise, the IFRC will conduct a red team test to understand the
potential vulnerabilities and risks regarding: The project data workflow and processes for
the IFRC's accountability to donors and to communities we serve.

Objectives and expected results

The IFRC through this red team exercise and datathon aims in achieving the following
objectives:

» Understand and document the potential risk and vulnerabilities of the
data workflow and processes, including smooth auditing and data
protection, to ensure the most appropriate accountability to IFRC's
donor requirements as well as to IFRC IT internal compliance.

» Elaborate data models and scenarios in regards to the improving
scenarios for potential change, improvement and modification of the
targeting criteria of the project and to understand the impact on the
various caseloads. Note: This workshop might require/trigger some
thinking about potential/additional need for investment on IT/IM, might
also require thinking of HR to meet specific requirements too.

» Refining the setting up of automated data flows for the programme
and the data connections and scripts for the solution for IFRC;

» Elaborate, refine and operationalise the existing scripts for data
analysis for the Programme, including data forecasts.

The expected result of this 4 days red team exercise and datathon is to operationalise and
improve all of the outcomes into the data analysis workflow.

Methodology and purpose

The IFRC network has an opportunity to learn and support the host National Society. The
Datathon and Red Team exercise is both a project review and a team-building exercise.

= C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 23-25
IFRC | academy




M 3 S=>4 Running a Datathon and Red Team

(volimvilew
o |>x
o|x|-
X (<[>

The National Society leading this project will be the owner of all outcomes and should be
fully engaged in the design, delivery and outputs of this workshop. Ownership is key and
the network can support the National Society on this journey. The programme will select
individuals from the host global Red Cross and Red Crescent IFRC Network, including
from within the IFRC Surge Information Management Support (SIMS) network and

from IFRC Geneva, that will be invited to join the face-to-face 4 days exercise. The host
National Society will guide and include key staff from across their organisation.

This is a unique opportunity for the National Societies in Red Cross and Red Crescent
IFRC Network to be exposed to the fast growing expanding network of data and
information management experts of the IFRC (SIMS) in order to reinforce the position of
the programme and the host National Society as global leaders in the sector.

Through the 4 days event, the teams will obtain details as innovative leaders and will
work together through an agile and innovative approach in order to achieve solid results
starting with improved analytics that are evidenced based.

This will be an opportunity not only to be at the centre of an innovative approach, but to
mutually benefit from a cutting edge approach to learning, networking and team building
in order to raise even more the already well established profile of the National Society.

The programmatic and operations teams, including Senior Management, will join the first
day along with National Society staff to introduce the programme and explain the problem
statement.

The second and third days will be for the red team and datathon exercises. This includes
various stages of the data-driven lifecycle and data protection/responsible data reviews.
The team should be cross-functional - IT, IM, Risk, Audit, Finance, Training/Learning and
Management. The diversity of skills can support the ‘data as a team sport’ approach to a
success workshop and project.

Finally, the fourth day will be a day of reconvening and presentations of outcomes.
Participants will be the invited participants and the teams from the programmatic and
operations team, including senior management.

Important notes

» The participants of this event will be able to access data and
information from the National Society in line with the Data Sharing
Agreement only. This is primarily a desktop review exercise.

» The participants of this event will not access at any
time personal information biometric data;

» The participants will help IFRC structuring the data analytics,
using IFRC infrastructure and systems only.

This is in line with what IFRC is establishing and maintaining in terms of systems.
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No request to access or potential violation of personal information files will ever occur
during this event by the participants;

National Society systems and hardware will not be included as part of this event unless
with the formal agreement and consent. The participants will be looking at the process
flows. The exercises will be tailored to the problem statement needs and potential risks.

Credit
IFRC, IFRC ESSN project, Turkish Red Crescent Society, Dan Joseph, Heather Leson, and
Guido Pizzini
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Datathon Output

Background

Red Team Test

The aim of the red team test is to understand the potential vulnerabilities and risks regarding a project’s data workflow and
processes for the organisation’s accountability to the community and donors

#Datathon

A Datathon is a data related sprint where you are challenged to work on a real-world business case on the use of data
leveraging different technological areas such as machine learning, Al, and data science. For this specific exercise, the IFRC
will conduct a datathon in order to support and improve the data analysis processes and outcomes in support of a project.
The participants will have to produce solutions and opportunities for data collection and analysis processes within the
programme based on the provided datasets.
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Objectives and expected results

The IFRC through this red team exercise and datathon aims in achieving the following objectives:

B> Understand and document the potential risk and vulnerabllities of the data workflow and
processes, Including smooth auditing and data protection, to ensure the most appropriate
accountabllity to IFRC's requirements as well as to IFRC IT internal compliance.

> Elaborate data models and scenarios regarding the potential change, improvement and modification
of the targeting criteria of the “the project” and to understand the impact on the various caseloads;

B> Refining the setting up of automated data flows for the “the project”
and the data connections and scripts for the solution;

> Elaborate, refine and operationalize the existing scripts for data analysis for the “the project” including
data forecasts. Note: For some projects, this might require/trigger some thinking about potential/
additional need for investment on IT/Information Management, might also require thinking of
HR to meet specific requirements too. The expected result of this 4 days red team exercise and
datathon is to operationalize and improve all the outcomes into the data analysis workflow.
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Datathon Output

Methodology

>

Through this 4 days event, the Project teams will obtain from now ownership and enhance a

central role as innovative leaders and will work together through an agile and innovative approach

In order to achieve solid results starting with improved project analytics that are evidenced
based. The project team could enhance the design and implementation of their programmes.

This will be an opportunity not only to be at the center of an innovative approach, but
to mutually benefit from a cutting-edge approach to learning, networking and team
building In order to raise even more the already well-established profile of the team.

The project programmatic and operations teams, including Senior Management, will join the
first day along with staff to introduce the programme and explain the problem statement.

The second and third days will be for the red team and datathon exercises. It is important to
have a wide array of expertise in this project exercise including IT, IM, Risk, Security, Audit,

Finance and management as well as staff from IFRC and different types of National Soclieties.

Finally, the fourth day will be a day of reconvening between the invited participants and
the team's programmatic and operation stream of the including senior management.
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This template

This template exists to support your group work and presentation.
Feel free to:

> Remove these info slides
> Modity It to serve your groups needs and your working styles

> Use text, visuals, flowcharts, or anything else
that helps you convey your message
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Terminology

Objective An aim, goal or specific result that a person or system aims to achieve within a time frame and with available
resources.

[ Condition A circumstance that needs to be
fulfilled for an objective to be feasible

> Enabler A person, thing or condition that gives power,
authorizes or helps something to happen

> Barrier Any condition that makes it difficult to make
progress or to achieve an objective

> Risk A potential event where given action or activity will lead to
a loss (e.g. data or digital breach) or compromised data

> Mitigator a strategy to prepare for and lessen the effects of threats
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Datathon Group Type Group - Objectives and Conditions

(O Objectives §o Conditions
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Datathon Group Type Group - Enablers and Barriers
€4 Enablers (® Barriers
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Datathon Group Type Group - Risks and Mitigators
/\ Risks: 9 Mitigators
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Findings - Key Insights

What did | learn from my counterparts? What
works well? What needs work?
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Conclusions
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Recommendations
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Thank you!

Credit: IFRC ESSN team and Turkish Red Crescent Society
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..« Datathon Output
Analysis Template

+1 Download Resources

The Dathaton Output Analysis template is an editable document
for teams to consider various types of risks for a project.
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..» RISK Register Template

Download Resources

G

The Risk Register team template is an editable document
for teams to consider various types of risks for a project.
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.. OtOrypboard a
simulation ert?
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Objectives

» |dentify information management responses
and the different IM needs for each response.

» Describe a potential IM deployment.

» To think about how and when you, In your individual
roles, could become engaged In surge M.
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Storyboard a Simulation

» Your storyboard should show an activation; from
setting up of resources, a deployment, support
to this deployment and exit from a response.

» Each group will receive a terms of reference
(ToR), of a Rapid Response IM deployment.
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Storyboard a simulation (part 1)

Storyboard a Simulation

> This session will introduce:

® How to work in a team environment
® How to and be able to delegate work
® Begin to think about or understand project management

> Each group will receive a ToR IM deployment.

> In your groups discuss, and storyboard a deployment:
© How will you work with a National Society (NS)
® What products could be created, what IM services could

you provide, what could you help with?

® Think about who you could delegate work to

== C | solferino
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Storyboard a Simulation

» Your storyboard should show an activation; from
setting up of resources, a deployment, support
to this deployment and exit from a response.

This does not have to be pertfect!

Once complete, we will look at the
commonalities and differences between
the various group's responses.

vy
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What 1s a Storyboard?

(i) Source: Cartoon by Casey Crowe
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ldeas
Think about:

What will be the activities that you will conduct
How will you work with a National Society (NS)?
Will you delegate any work, and who to?

What products could be created, what IM services could you provide, what could you help with?

vy vV v %V Vv %

Be creative. This is your time to have unrestricted thoughts. What would
be the disaster response that you would like to develop?

Further resources

> You will all get a copy of the activity.

> DIYtoolkit, (printable tools for you to run your own storyboard activity).

(i) Credit: Paul Knight
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3.9 Storyboard a
simulation ®t2

This exercise will help participants visualise

an ideal sequence of scenarios using pictures,
words and a presentation. Storyboarding is a
great exercise at the beginning of a workshop for
participants to start thinking freely and critically
about processes and actions over time, without
being hindered by previous experiences. As part
of a longer workshop it also allows facilitators

to refer to ideas generated at an early stage

that participants have thought about. Skills
gained during the exercise include: teamwork
and understanding working with other National
Societies; delegation of work; project management.
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People: 4 to 30 people

Time: 45 Minutes to 2 hours

Difficulty: Easy to Hard (This depends on the scenario and topics selected)
Virtual Materials: virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Exercise

Preparation:

Facilitators will need to have predefined scenarios relevant to the sector. These should

be linked to a disaster response operation and have at least one question that a delegate
should be asked to solve. Example Information Management (IM) scenarios are at the end
of this recipe. The deployment Terms of Reference can also be handed out to participants,
if available.

Storyboards should show the activation process; from setting up of resources, a
deployment, support required during a deployment, the delegate’s action to answer a
question asked of them and processes and tools used, and their exit from a response.

Part 1: Introduction to
Storyboarding (20 minutes)

Use the slides from Storyboard a simulation (part 1) (3 - 8).

Part 2: Explore (30 minutes)

Divide participants into groups, the minimum group size should be 2. The best size groups
are between 3 to 6 participants.

Facilitators ask participants to imagine creating a movie based on the scenario that they
have been provided (with the sector specialism). Before it is made into a movie, they will
need to create a storyboard and present this to the “producers” (facilitators). The groups
will have to discuss the scenario to come up with a movie (an ideal deployment), and
storyboard with pictures and text on flipchart paper.

» Participants may be unfamiliar with storyboarding. Keep in mind your participant
profiles and take time to explain the history and process of storyboarding as
needed.
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» Facilitators should note some participants might be worried about storyboarding
as they may not be the best artist. Positives about this exercise is that it
caters for a wide range of participants skills, whether that be artists, story
creation, discussing experiences or presenting. This exercise is meant
to be fun, so if participants can only draw stick-men then that is fine.

» Participants should spend 20-30 minutes to discuss their story in groups
and a further 20-30 minutes to then draw out their storyboard. Once time
is called, groups will present back to the wider group and “producers” The
“producers” (facilitators) will ask why participants chose certain people to
be in their storyboard, any key processes during their scenario and if any
tools were used based on the question asked of the delegate in the movie.

Example scenarios
(Information Management)

Flooding: Bangladesh

You’'ve been working with Bangladesh Red Crescent Society to streamline reporting
information flows from the branch offices as there have been some discrepancies

in distribution information. This information is needed to identify the geographic
scope at which the response is occurring. However, your counterpart within the
national society has just informed you that he is to be on a plane first thing in the
morning to a different part of the country as part of an unrelated response.

Earthquake: Ecuador

“’Can you speak with a PMER delegate based in the field, and between the two
of you reconcile existing data of relief distributions and come up with a process
whereby distributions are recorded in one place from three parts of the country
where operations are taking place. Internet connectivity is generally poor and is
virtually non-existent in one of the operational areas.” - Head of Operations.

Cholera: Somalia

“I have set up mobile data collection for the many mobile clinics and health
facilities that we are supporting to monitor cholera and nutrition, but the problem
now is how to analyse the quantity of data generated daily. We only want to see any
spikes in cases. Also, the National Society is setting up ORPs (Oral Rehydration
Points) and we will need to see if there were any deaths, so we can follow up with
them. Can | also get some help for case tracking, | am not that great with Excel and
am just creating a table of cases each week, can you help make it easier for me?"
Delegate.
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Population Movement

“The National Societies that are affected by the population movement have
different indicators and pieces of information. We need some assistance in creating
a single system where National Societies can report and share data. This is to
ensure that the neighbouring National Societies understand what each are doing,
to best tailor their response to meet the needs of the affected population." DM
Coordinator.

Hurricane: Dominica

“Can | have help with creating a more streamlined, or automated, data flow for
cash? Currently we have many spreadsheets and we manually copy and paste
from one to the other. This generates a lot of mistakes between each step.’ Cash
Delegate

“Can | help creating a post-distribution monitoring (PDM) form? What would be the
best way to collect this data and how can | prepare for it?” Delegate

Ebola: Democratic Republic of Congo

An Ebola Virus Disease outbreak has been confirmed in Democratic Republic of
Congo. You have just been deployed to the affected region. Due to visa delays, the
National Society has begun completing Safe and Dignified Burials (SDBs). There is
no system for recording any SDB activities, or alerts of unsafe burials with data and
information being reported as SMS messages, paper, phone calls and whatsapp
messages. This is due to lack of mobile signal in areas of the affected region. Can
you help compile all the data and set up a system to record future SDBs? You have
started to put the data that you have from all the sources into Excel, but it is taking
a lot of your time, can anyone help you?

Part 3: Share and Discuss
(15 minutes)

Using your collaboration methods, have participants share their storyboards. Ask for
reflections, insights and questions.
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Credits

Paul Knight - British Red Cross, Ashley Schmeltzer - American Red Cross; D.Gray,
S.Brown, J.Macanufo - Gamestorming: A Playbook for Innovators, Rulebreakers, and
Changemakers; Walt Disney Studios
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Strengthening Data Teams and Projects

3.10 Data
Simulation

Simulations are a big part of preparation for emergency and
humanitarian work. There are exercises and training to help
people prepare for logistics. The purpose of this session is
to apply this methodology to ‘simulate’ data workflows for
various topics. The inspiration for this session design came
from the work done with the IFRC Health group on problem-
solving data protection and data sharing issues. We are
preparing two workshop examples: one workshop focused on
data sharing and one workshop focused on data protection.
This session is designed to “learn by doing” methods rather
than providing a textbook or slide presentation. It assumes
that peer-to-peer learning can provide a unique forum

to ‘negotiate change! It provides participants a means to
consider how to train and involve people in the conversation
to be ‘advocates’ for data protection and/or data sharing.
See the specific scenario examples below for the goals and
critical workshop steps. Teams will have many questions
and discussions about the gaps/needs, and definitions.

The goal of the data simulation is to seek a common
understanding and make a plan to address any gaps.
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People: 4 to 12 people

Time: 60 Minutes

Difficulty: Medium

Materials: Need large cards/sticky notes by colour for:

YyVYVYY

Roles - Green

Pipeline - Orange

Actions (sharing/protection) - Yellow
Roadblocks - Pink

Other Colours

Painter's tape (to ensure items stick to the wall)
Flipcharts

Markers

®@ ®© © @ ®© ®© ® ©

» Virtual Materials: virtual meeting platform, shared document/writing space
» In Person materials: Flipcharts/noteboards, sticky notes,
markers, Painter's tape (to stick items to the wall)

Preparation

» Create chart with the following headings:

Roles - Green

Pipeline - Orange

Actions (sharing/protection) - Yellow
Roadblocks - Pink

Other Colours

®@ ®© © ®@ O

» Decide on a scenario that best depicts data sharing or data
protection issues (pending on the workshop topic)
» Have the scenario printed out on paper or visually on a slide.

o Alternatively, ask participants to ‘create’ a real-world example.

> Ask participants to consider all the actions, questions and risks/opportunities
to achieve a project that has data protection or data sharing goals.

o Data Sharing Workshop - the primary goal is to ‘simulate’
all the barriers, risks and needs to share data.

o Data Protection Workshop - the primary goal is to 'simulate’
all the hurdles, questions, and issues to address to make
a project adhere to data protection guidelines.

» Make a diagram on a whiteboard or use a wall (potentially with
paper tacked to the wall). The colours are the ‘sticky notes!

» The ‘grid’ is to have all moving parts, rather than a rigid box table format. The
table can be ‘ad-hoc; but with clear columns to start. Sticky notes allow the
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users to move around the parts, add new items, and consider the stakeholders
and transactions to make a data flow simulate data sharing or data protection.
» Displayed at the bottom of the chart are roles and tasks
that need to be part of the whole cycle.
» Coding the chart:

o Orange - Data Pipeline items (note that the ‘pipeline’ includes
revisions based on IFRC needs. See School of Data)

o Green - Key roles involved in a project or data flow

o Yellow - Data Sharing questions/ Data Protection
concerns/ Key actions/needs

o Pink - Big risks, needs, gaps

o Other colours or dots - used to identify priority
items for a particular scenario.

» Have a ‘parking lot’ area to cite outstanding critical questions.

Ask people to prioritise questions to be addressed.

» Inthe last 15 minutes, ask people to debrief- what were the common themes,
lessons for ‘data sharing’ or ‘data protection: Ask them how they would
address these issues. For example, what do they think the opportunities/
barriers are for successful data protection projects and data sharing projects.

\4

An example of what your space might look like:

Prototype Verify Clean Analyse Project
Close

Project lead  Project lead Trainers Comms
officers

Legal Volunteers Project Audit
analysts/
officers

IT Local com-

munity

Managers/

senior man-

agers
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Scenario Planning: Data Protection

Data Protection is part of every humanitarian data-driven project. The goal of this session
is to drive up conversations about data protection issues that arise when working with a
particular data set and/or project scenario. Time flows very fast in ‘exercise mode: This
session design is a minimum one-hour timeslot.

The ‘data simulation’ focus is to drive conversation around delivering a data-driven project
scenario.

Get people talking about real-world data protection issues. The method uses scenarios as
examples: either real-world or illustrative. The interactive component provides the means
to visualise the steps and actions to ‘simulate’ decision-making.

It also aims to drive a conversation around the ‘implementation steps’ and ‘requirements’
to protect data.

Example Scenario 1: Call Detail Records

During the Ebola response, some telephone companies provided humanitarian data
scientists with Call Data Records. This ‘metadata’ was to be used to help humanitarians
obtain population movements. Mobility during an epidemic could potentially cause further
spreading of the disease. What are some of the data protection issues that we need to
consider.

Source: Sean McDonald, 'Ebola: A Big Data Disaster', CIS India, 1 March 2016

About CDRs

Scenario Planning: Data Sharing

Sharing data within an organisation or with other humanitarian actors can help reduce
duplication and provide insights to support response. There are as many reasons not to
share data as there are to share data. With the growth of the Humanitarian Data Exchange
and the increasing pressure to share data, how can we work through the various steps
and attributes of sharing data? The Innersource methodology provides some tactics for
getting to ‘open’ and ‘sharing.

Time flows very fast in ‘exercise mode: This session design is a minimum one-hour
timeslot.

» Get people talking about real-world data sharing issues. The
method uses scenarios as examples: either real-world or illustrative.
The interactive component provides the means to visualise
the steps and actions to ‘simulate’ decision-making.
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» ORY/ Drive a conversation around the ‘implementation
steps' and ‘requirements’ to share data.

The session should start with the group defining a typical list of data types that might
be shared. Also, they should make a list of what kinds of data should not be shared. This
provides a way to ensure that people have a shared journey as they walk through the
scenarios. Edit the list as the session continues.

Example Scenario 1: Branch Data

You are given a dataset which has a portion of the Red Cross/Red Crescent branches. It
was collaboratively created over time and has no ‘owner: The dataset includes country,
city, longitude/latitude, admin code level 1, branch name, a point of contact, email
address, and phone number. Not all the fields are complete. What type of data would you
share or not share? How would you use this dataset? What are the benefits of sharing this
data?

Sharing Data: Basic Considerations

The following is a basic checklist for sharing data. What other questions would assist the
decision-maker

Consent

Aggregated? Disaggregated?

License/ Format

Risk Assessment?

Minimization (Only what you need)

Owner/ Data Controller

Community Feedback Loop: How Data Was Used

YVYyVYYYVYYVYY

Key Questions

Who needs the data? What is their role? What is the purpose of sharing?
Who owns or has access to the data? Is it possible to open the data?

Who can share the data?

Is there a record of data sharing in the system and/or for the organisation?
Is there a terms of service agreement with the

party that the data was shared with?

Is there a terms of service and license for the data?

What capabilities for import, export and exchange of

data are required and in which format?

YyVYyVYYY

vy

Credit

Heather Leson, IFRC IM and PMER teams, and the Centre for Humanitarian Data.
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What are Data Impact Assessments?

Using data responsibly (and in compliance with law and/or policy)
means planning for and assessing the potential risks, issues and
challenges that you might encounter when collecting, using, integrating
or sharing data. This Is called a “Data Impact Assessment.’

For the purposes of this presentation, we will focus on
two kinds of Data Impact Assessments:
[ Data Protection Impact Assessments (DPIAS)

[ Privacy Impact Assessments (PIAs)

59 - 69
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Definitions

Privacy impact assessments (PI1As) aim to identify the potential risk
of harm to individuals’ right to privacy that might arise out of data use
and Is Intended to play an early role in project design to ensure Privacy
by Design (essentially, that the project and systems are designed

In such a way to ensure privacy and data security by default).

> We aim to put people and affected communities at the centre of our planning.
> We design with data protection at the forefront and use the privacy by design
> IFRC and National Societies may need to adhere to different

privacy guidelines/laws depending on the location.

e Sgcgfc‘,g?ny Data Playbook Module 3: Strengthening Data Teams and Projects 60 - 69




SN Data Impact Assessments

DATIAPLAYBOOK M 3

Definitions

Data protection impact assessments (DPIAs), on the other hand, typically have a larger scope. The DPIA will not only
analyse the impact on privacy and default data security settings, but will also review:

> How data might be used to harm against individuals, vulnerable groups;

B> The different legal requirements (and jurisdictions) that may apply;

> Parties’ and individuals' respective roles in a project;

> How to mitigate any risks identified,;

B> What information should be provided to data subjects and their communities;

= The contractual elements of relationships between the parties;

> The data flows through respective partners and those partners’ ablilities to ensure data protection; and

B> The ability to properly deal with a data breach.

DPIA may contain many other elements and should be completed by the staft/
departments that are directly involved in the project.
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Data Impact Assessments

When to do a Data Impact Assessment?

New Project:

> Designing a new project that will require data collection, use, integration or sharing
- even If no ‘personal’ data are being collected as there can still be risks in using non-
personal data (for instance, a risk to a community based on their ethnicity).

New or Revised Data Source:
= Using a new data source for the first time can bring new risks/challenges;
> Integrating two or more different datasets; or

New Tool/process:

= Using a new digital data collection, processing/analysis, or visualisation tool;

> If there Is a change in operational conditions, consider If it might
generate the potential for new risks or harms.
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Components of a Data Protection Impact Assessment

> Description: A brief description of the data collection, use, integration or
sharing that is planned and an outline of why the data is being used;

> Defined objective: If you are using personal or sensitive data, keep a record of why it Is necessary
to this data to achieve your objective and your analysis of any risks related to the use of that data.

> Risk matrix: An assessment of the risk to an individual’s or group's privacy; using the example
of medical data collection, there might be a risk of individuals' addresses and/or medical
information being disclosed accidentally. This could put certain individuals at risk of reputational
damage or ostracisation If, say, positive HIV status was also one of the data points collected;
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Components of a Data Protection
Impact Assessment (continued)

> Mitigation planning: The measures you can take to address these risks; again using
the above example, you might decide to keep names and addresses, and medical
needs In separate databases with a separate document that links them using a unique
identifier; while also restricting access to the databases to staff who require such
access. Further, you might choose to store that data locally vs on a cloud server.

> Monitoring: How you will monitor and review process - who will be responsible for
reviewing the assessment and updating 1t? How often will this take place?; and

> Documentation: What documentation you will produce - for instance the final data impact assessment.
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Data Impact Assessments

What should be in a Data Protection Impact Assessment?

The ICRC's Handbook on Data Protection in Humanitarian Action

(2nd Ed) provides a template. The DPIA covers:

Suggested table of contents for a DPIA:

© 0o N O o bk D=

=
©

=
=

=
N

A cover page indicating the document is a DPIA, the data it was produced and who the contact point is;
An Executive Summary if the DPIA exceeds 20 pages;

An introduction outlining the process undertaken to complete the DPIA;

‘Threshold Assessment’ detailing why you thought a DPIA was necessary and how detailed it should be;
A description of the activity or project that will be assessed under the DPIA;

Minimum required information that should be documented regarding information flows (see to the right);
A list of the relevant laws, regulations, codes and guidelines that apply and that need to be complied with;
A stakeholder analysis identifying who is involved in the DPIA and who might be affected by it;

A risk assessment that details how you came to the conclusions that you did about potential risks;

A list of organisational issues detailing who will be responsible for data affected by the assessment as it is
collected, used, or shared and what their responsibilities will be to protect the data while in their custody;
Details on whether you have consulted with any particular individuals, teams

or external partners when developing the DPIA; and

Recommendations on steps to take to avoid, minimise, transfer or share data protection risks equitably.

Minimum required information
that should be documented
regarding data flows:

o The type of data to be collected;

© Whether sensitive information
will be collected;

® The purposes for which
data will be used;

@ How and where the data will be
stored and/or backed up;

@ Who will have access to personal data;

o Whether personal data
will be disclosed;

© Whether sensitive personal
data will be disclosed;

o Whether any data will be transferred
to other organisations or countries.
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Data impact assessments and external partners

Data collection, analysis, storage, integration, visualisation and other processing functions rely upon numerous organisations
working together to deliver services.

Question: Which organisations are you partnered with on a data project? What are some considerations?

Example:

= You may use a specialised app to collect data on a tablet, which is then stored
somewhere on a cloud server hosted by another private company, and which is
then visualised using the proprietary software of yet another company.

= All these companies are ‘third parties’ in that they have no ownership or direct control of the
data you are collecting and using, but might still be using the data in a way that is incompatible
with humanitarian purposes and/or may present specific risks to the population you are serving.

> This is especially true If you are using ordinary software, services or digital
technologies that have not been specifically designed for humanitarian use.
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Data impact assessments and external
partners - principal questions

When considering which kinds of digital tools to use, you might want to consider some of the following issues and
Incorporate them into your DPIA or general data impact assessment as necessary:

»  What are the partner’s (or third party’s) terms of service (do »  Will any personal or sensitive data be shared and if so what
they include metadata)? can be done to protect individuals' identities within that data?
»  What metadata are they collecting when processing yourdata » Do you (or a data subject) have a right to complain if data is
(and for what purpose(s) are they collecting/processing that somehow misused?
metadata)?

» Do you (or a data subject) have access to redress if data is
»  What data security practices does the third party employ? somehow misused?

»  What data will you be sharing with the third party and is it

absolutely necessary to achieving your aim to share it with
them?

» Is the third party affiliated with, or required to provide certain
data to, a government?

» If you agreed to the third party’s terms of service, how might
that impact upon the rights of people represented in the data?

== C | solferino
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Parties to involve In Data Impact Assessments

Engage colleagues/Consult across Organisation:

»  Obtain a broad range of expertise related to the project area. This can
iInform and support implementation of your data impact assessment.

® Examples may include: health or WASH, IT and information
management colleagues, legal officers, Information Managers/Data-
focused staff (e.g. data collectors), and project coordinators.

Discuss methodology/processes with external partners:

> External partner examples might include Ministries of Health/government
departments, other humanitarian or research/academic partners.

® Consider their data protection practices and how they intend on using the data
to help you assess risks and document them. Also consider the political and legal
environment (is the legal system stable and are contracts enforceable?)
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Questions for discussion

(i) Credit: Tom Orrell, James De France
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3.12 Data
Responsibility
Scenario

How can we have an interactive discussion about
data responsibility? This scenario and method
provides a means to show a whole project data
lifecycle and provide an opportunity to talk
about roles and processes. It also provides

an opportunity to identify risks and needs.

Use this scenario with the Data Simulation

(3 - 10), PMER Data Simulation (7 - 15) and

Polio Campaign Monitoring In Syria (7 - 17).
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> People: 2 to 24 people
» Time: 30-60 Minutes
» Difficulty: Medium

Scenario

You work for an International NGO in Ethiopia that supports Internationally Displaced
Persons in the country. You manage the Monitoring and Evaluation Unit and lead a regular
survey that collects comprehensive information about IDPs from key informant interviews.
You have recently completed round 8 of the survey, and the report has generated a lot of
interest. Most partners are concerned with the worsening situation although some are
sceptical of the numbers. The government is especially critical of the numbers.

You and your team have 30 minutes to make decisions and tackle the key questions.

Key Questions

» What are some of the risks, gaps and? How will you safeguard
the data workflows to protect the most vulnerable?
» What are some of the steps, roles, and decisions in this survey process?
What is the minimal data set that can be shared and with who? Why?
» How was consent acquired, how is the data stored and transmitted?

v

Your Decision Points

You have received a request for the data for the last round from the following partners.
Should we be sharing the data with this actor? And at what stage of the process would
you do so? How will you manage/share the data with outside providers?

1 The public information unit at your NGO's headquarters based in Geneva. They
want to take a look at the data to see if they could make a compelling graphic
from the data to accompany a press release about the worsening situation.

2 The Office of the Governor of one of the worst affected
regions identified in the latest round of the survey. They say
they would like to take action and need the data.

3 The office of the UN Resident Coordinator, who would like to
use the data, together with data from other sources to build a
clearer picture of the broader situation in the country

4 The programme officer from the donor funding your NGO

5 One of the key informants/community members who took part in the survey
and feels your report did not accurately capture the problem in their area
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6 There is also a process to share data via an open data sharing platform with
the potential to increase the impact of the data through exposing the data to
a broad audience through the development of a captivating dashboard based
on the data. When would you do this and what data would you give them?

Credit

Co-created by IFRC and user tested with Centre for Humanitarian Data

#C | solferino Data Playbook Module 3: Strengthening Data Teams and Projects 72-72
IFRC | academy



https://centre.humdata.org/

[DIAITIAIPILIAIY[BIOOK]

+ Getting the Data
We Need



Table of Contents of the Module

Getting the Data We Need
Making decisions to get the data we need

Design a Bad Survey

Best Practices for Designing Surveys

Hands-on Review with External Data sets

Survey basics

Counting People - Handout

Household Survey Scenario

Using Spreadsheets Test

A AP D
1

1
© 00 N O o~ WODN =

Mobile Data Collection and Data Protection




M 4 S = Cover Getting the Data We Need

vojipviie
o |>x
olpdks
X | <[>

Getting the
Data We Need

The journey to getting the data you need requires
a good start and planning. The purpose of this
module is to guide teams or groups to ask the
right questions at key moments in that journey.
Collecting data yourself might seem easier, but
there's lots of pitfalls, particularly if you go down
the path of surveying. Identifying an external
dataset might contain the data you need, but it
was likely collected for a different purpose.
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Questions this module explores

1 What are decisions that will get you the data you need?
2 What's the right approach to surveying?
What do you need to know about an external dataset?

Learning Objectives

By the end of the module, learners will:

» Understand how to get the data they need and
avoid collecting the data they don't

» Know when they should get the data themselves by
collecting it, or go find an external data set.

» How to use an external data set.

> Be able to design surveys and analyse their effectiveness.

Module Topics

» Planning to get your data
» Designing an effective survey
» Identifying and evaluating an external dataset.

Recipes

A suggested step-by-step process to
achieve learning objectives

» Start by getting the team or your participants to review Making
decisions to get the data we need (4 - 1) worksheet.
» If they've identified surveying as a way to get the data they need, get them to

a) Design a Bad Survey (4 - 2)
b) then compile Best Practices for Designing Surveys (4 - 3)
c) Design a survey with the Household Survey Scenario (4 - 7)

> If they've identified external dataset as a way to get the data they
need, use Hands-on Review with External Data sets (4 - 4)
» Use Generating a Data Quality Checklist (5 - 5) as a final step
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Ingredients
Pick and choose ingredients to create your own recipe. Do you have an ingredient we're
missing? Send an email to data.literacy@ifrc.org
Exercises
Short, discrete social learning experiences
» Making decisions to get the data we need (4 - 1)
» Design a Bad Survey (4 - 2)
» Best Practices for Designing Surveys (4 - 3)
» Hands-on Review with External Data sets (4 - 4)
» Household Survey Scenario (4 - 7)
» Using Spreadsheets Test (4 - 8)
Slide Decks
Presentations to be used and/or adapted:
Survey basics (4 - 5)
Checklists/Handouts/Materials
For documentation of essential elements
of the learning experience
Counting People - Handout (4 - 6)
Mobile Data Collection and Data Protection (4 - 9)
Next Steps
+C | solferino Data Playbook Module 4: Getting the Data We Need 5-6
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Relevant modules in the Data Playbook
Making Data Useful, Useable and Shareable (5)
Credit
Dirk Slater, IFRC V1 Sprint and Data Playbook Beta contributors
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+-1 Making
decisl t

This exercise will help a team understand

how to get the data they need. It will work

with any group that is working together

to make decisions on how to get data.
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» People: 2 to five people
» Time: This exercise could take anywhere from 30 Minutes to
three months depending on progress in their data project
» Difficulty: Medium

v

Virtual Materials: virtual meeting platform, shared document/writing space

» In Person materials: Flipcharts/noteboards, sticky notes, markers

Exercise

Keep asking the team these 10 questions until you get the data you need!

Questions No Yes
1 Do we know the question we want the data to  No, Stop, go get clarity on the question and Yes - go to question 2
answer? then resume.
2  Does the data we need exist somewhere? No, go to question 3 Yes, go to question 8
3 Do we need to get it from people? No, go to question 7 Yes, go to question 4
4 Are people happy to fill out a survey? No, go to question 7 Yes, Are you sure? Have you surveyed them
recently? Please ask question 4 again before
going to question 5
5 Isthere an existing survey that we could use  No, then go to question 5 Yes, Get that survey and ask are we sure we
or modify easily? aren't asking too many questions?
6 Do we know how to design a survey? No, review these exercises on survey design Yes, design and conduct the survey and go to
question 10
Design a Bad Survey (4 - 2), Survey basics
(4 - 5), and Best Practices for Designing
Surveys (4 - 3)
7  What are the other sources for data? Consider
satellite imagery, maps, case studies, reports,
etc. After you've found it go to question 9.
8 Isitin arepository like HDX? No, go to question 7 Yes, the try Hands-on Review with External
Data sets (4 - 4) and go to question 9
9  Does the dataset contain all the data we No, Are there other databases that might com-  Yes, go to question 10
need to answer the question? plement & answer the question?
+C | solferino Data Playbook Module 4: Getting the Data We Need 8-9
IFRC | academy




Se>1 Making decisions to get the data we need

W |0 0o

ATIA
LIAY
O|0|K

10

Questions No

Is the data we have gotten adequate and of
quality? Does it actually do the job? Also see:
Generating a Data Quality Checklist (Module
5)

o Isit Accurate? No, go back
to 2 Yes, thengotob

o Isitcomplete? No, go back
to 2 Yes, thengotoc

o Isit Consistent? No, go back
to 2 Yes, then go to d

o IsitValid? No, go back
to 2 Yes, then go to e

o Isit Timely? No, go back to 2 Yes,
then you got the data you nee!

Credit

Yes

Dirk Slater, Miki Tsukamoto, Eero Sario and Mununuri Musori
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This exercise is for any team or group of
individuals that might be undertaking surveying
as a way to get the data they need.
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M 4 S>2 Design a Bad Survey

People: 4 to 16 people

Time: 60 Minutes

Difficulty: Easy

Virtual Materials: virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Exercise

Part 1: Explore (5 minutes)

Start the exercise by breaking the participants up into pairs or groups of three. Instruct
them to share with each other their experiences of being surveyed over the last year (or
recent time frame). What did they encounter in filling out a survey that they particularly
didn't like? Ask them to list the things they didn't like out as ‘elements’ for their survey
design.

Part 2: Discuss (15 minutes)

After they have had 15 minutes to discuss and list elements - ask them to exchange and
share elements with the other groups.

Part 3: Design (20 minutes)

Instruct them to design a survey that will frustrate and annoy the respondents. They can
choose their own elements or use the elements created in the other groups.

Give them 20 minutes.

At the end of 20 minutes, they can exchange their survey with other groups - ask them to
rate which one they think is the worst survey.

Part 4: Review (5 minutes)

To wrap up the exercise, ask them to review the elements they've identified. Ask: which
elements could you improve and use in the next survey you design?

Part 5: Conclude. (5 minutes)

Remind everyone that survey fatigue is a thing and ask: Do we really need a survey? Is
there a more effective way to get the data we need?

+C
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Extra Credit

Use with Best Practices for Designing Surveys (4 - 3) and Household Survey Scenario
(4-7)

Credit

This exercise was adapted from a concept developed by Mor Rubinstein. Contributors:
Dirk Slater, Miki Tsukamoto, Eero Sario and Mununuri Musori.
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+-3 Best Practices
for Designing
Surveys

This exercise is for any group or team
who are wanting to design surveys
to get the data they need.
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People: 4 to 16 people

Time: 45 Minutes

Difficulty: Easy

Virtual Materials: virtual meeting platform, shared document/writing space
In-Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Exercise

Part 1: Explore (5 minutes)

Break people into pairs or groups of three and get them to reflect on an experience they
have recently had being surveyed. Were they good or bad experiences? Did they find the
survey beneficial in any way? Was it informative in any way?

Part 2: Review (25 minutes)

After they have completed conversations in their small groups, bring them back to plenary
and review the Survey basics (4 - 5) Slide Deck.

Then get people to compile best practices, if online - have people enter their responses
into a shared document. If in-person, have people write best practices on stickie notes and
put them on a wall. Once they have finished compiling best practices, ask them to identify
topics and categories that the best practices could be divided into and move accordingly.

Part 3: Discuss (15 minutes)

After people have compiled the best practices, give them a few minutes to read them and
then ask: How will you change your approach to survey design after reading what has
been compiled?

Extra Credit

Design a survey using the Household Survey Scenario (4 - 7)

Credit

Based on a concept developed by Mor Rubinstein and designed by Dirk Slater
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+-4 Hands-on
Review with
External
Data sets

This exercise would be for a team who needs to
understand if an external data set has the data
they need or for training a group of individuals
who want to learn about how to identify if an
external data set is up to the task. A prerequisite
for this exercise might be Making decisions to
get the data we need (4 - 1) also in this module.
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People: 4 to 16 people

Time: 45 Minutes

Difficulty: Intermediate

Virtual Materials: virtual meeting platform, shared document/writing space
In-Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Exercise

Preparation:

If there is low or no access to the internet, facilitators should download a few example
datasets for participants to use. There are datasets available on IFRC FDRS, IFRC Go,
HDX (UN OCHA), and other data portals.

Part 1: Explore (5 minutes)

What is the question we need to answer? Do we really understand the question and who
is asking? Why are they asking this question?

Part 2: Define (25 minutes)

Participants will require internet access for this step. Alternatively, the facilitator can
download a few ‘example’ datasets on key topics such as climate, health, migration and/or
crisis and disaster to use.

There are datasets available on IFRC FDRS, IFRC Go, HDX (UN OCHA), and other data
portals.

Part 3: Review (10 minutes)
Explore the dataset and ask the following questions:

» What was the purpose of this dataset? Is it aligned with our own?
» Interms of the question - is the dataset:

Accurate?
Complete?
Consistent?
Valid?
Timely?

®@ ®© © ®@ O

If you've responded 'no’ to any of the above then ask if there's another dataset that might
do it better or be used to compliment this one. Or, do you need to build your own dataset?

+C | solferino Data Playbook Module 4: Getting the Data We Need 16 -17
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Part 4: Discuss (5 minutes)

Ask the group to reflect on what they need to consider or do before they identify and use
an external dataset.

Extra Credit

It might be helpful to use the Making decisions to get the data we need (4 - 1) exercise
in conjunction with Making Data Useful, Useable and Shareable (5).

Credit

Dirk Slater
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Survey says...

Tell us about the last survey you participated in.

»  Was it what you expected?

»  Was your privacy respected?
> Did you receive the results?
>

What were the next steps? What was the impact?

+C S‘;'g%@gﬂw Data Playbook Module 4: Getting the Data We Need 19 - 29
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Survey basics

Surveys are:

A survey Is a method of gathering information from a sample of
individuals. Surveys are done to inform planning and decision-making.

There are many types of surveys. For example, a survey can include
guestionnaires or interviews to measure characteristics and/or attitudes
of people. They can include qualitative and quantitative data.
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Planning Considerations

> Resources and appropriate timelines available to collect,
analyse and use the data appropriately.

> Plan for processing the data

Types of tools used to collect the data. Consider accessibility,
soclal distancing, and other factors: online/oftline survey?

> s the methodology appropriate? Ethical? Data
Privacy by Design? Minimization?

> |s the content appropriate?

»  Are participants engaged in planning?
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DIATIAIPILIAY[BIOO[K M4 | S=5 Survey basics

Community/Audiences Considerations

Audience/Planning outputs defined?
Key informants engaged?

Testing and Outreach planning?
Consent obtained for fair use?
Vulnerability assessed/Survey Literacy?
Participants have access to response?
Saturation/Fatigue/Duplication?

Feedback loops for communities included?

vV vV vV vV vV v v v %

s In-person a responsible way?
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Survey basics

Example of a Survey Design Plan (1)

survey ":I'lnwlrame:

Survey Mllut—nt Tﬂll {SMT}

Survey Team:

e Appoint a survey management team | Survey management team selected
- # - Confirm budget available forsurvey, - - - - - - -« - - -« } - - . . . |- Approved budget avaliable for survey

Iweek .| *® Reviewand finalize TOR _ - ' | IeR fmalized and approved

e (reate dropbox for shanng bxkn;rmmd docul:l:lrmts with survey team - . Dropbox created

. .Ptrpar:drzﬂunmlmq for survey, process, | || . st Tmielme

e Advertise ToR on several histseris (ALNAP, XCeval ‘t.lde} to " | Advertiséd ToR

solicit applications for the survey team positions. " ‘ ‘

.2 weeks
lweek. .| . *.Shorfistimerview candidates and contracting of swveyteash | © (| Surveyteam selected and hired

e Survey consultants prepare mception report: mnclude the. proposed| - ‘| Inception report

methodologies, data collection -and reporting plans with draft data
: collection tools such as interview guides, the- allocation of-roles and

1week |~ - - responsibilittes -within the team, a tmicframe with -firm -dates for |
' deliverables, and the wravel and logistical arrangements for the team
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Example of a Survey Design Plan (2)

 Analysis and draft report

Debiuﬁngmﬂ]rémwmtehélmmmixnm'nfmm
Relevant stakeholders review draf! repornt

Survey consultants incorporate comments and prepare final report
(this marks the end of the work for the survey team)

" Fmal réport is approved by relevant Management. fanIFRC ~ ~ " [~~~ ° ° | Approved final report and paymient of survey
secretariat-supported survey, it should be published on the IFRC _ | consultants

Evaluation database. Go to: t_:gg SWWW :ﬁtﬂm@mm
reports/evaluations
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Data Protection, Ethics, and Privacy by Design

Rights of participants
Protection from harm

Collaborating with respondents

vV v v ¥

Interviews guided by ethical responsibilities
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Survey basics

Engaging Participants

Community engagement should be inclusive. Organisations are accountable and transparent.

Context

> Explain the purpose of the survey, length and roles
> Provide detalls on the organisation

> Explain how the information will be used
Informed Consent

> |dentify and discuss privacy considerations and risks
»  Obtain informed consent before proceeding

> Participation Is voluntary, questions may be optional

RS R ICE Data Playbook Module 4: Getting the Data We Need
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Data Protection

Every project should be built with principles of privacy by design and protection from harm.

> Plan to collect only the data necessary to deliver the project goals.

> Curate Aggregated responses. Be aware that smaller samples In
some contexts can be ‘disaggregated’ potentially causing harm.

> Be clear who has access to the data with clear
roles, responsibilities, and procedures.

»  All people engaged in the project are committed to confidentiality
of participants and ensuring protection from hard.
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Be Ethical

Often people designing the survey may not be the interviewers:

> Plan for privacy and safety of the participant (respondents)
> Plan for the safety of the interviewers
> Train the Interviewers on the best practices

Data managers may not be the same people who designed or conducted the survey:

> Instill privacy by design and responsible data use into all the information workflows.

> Provide context to inform the analysis and outputs.

(i) Note: especially during a pandemic, part of ethics is the decision if it is responsible to conduct the survey in-person.
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Thank you

Credit: Dirk Slater, Mununori Musori, Heather Leson, and Olaf Steenbergen
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Getting the Data We Need

+-6 Counting
People -
Handout

Summary

IFRC's data teams use best practices for counting
people. From the recent COVID-19 response
reporting to operational data to regular Federation-

wide Databank and Reporting System (FDRS),

it is a priority to standardize and adhere to best
practices around counting people. This is essential
for all reports and data analysis conducted by

the FDRS-team and all others using FDRS-data.
We have an IFRC document: “Technical Note:
Counting People Reached'’. The following is

an excerpt checklist. For more details, please

see the FDRS website for further insights.
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One of the main indicators for humanitarian action is "how
many people were reached?” IFRC and National Societies
report this annually for all our programs and activities.

How can we count people reached?

This checklist handout will help participants consider how to incorporate best practices.
Please fill this out based on the details you might have. Answer all the questions with a
‘privacy by design’ viewpoint.

Things to consider

» Counting people reached is one type of measurement at IFRC.
We use both quantitative and qualitative data to inform our work.
This document pertains to improving quantitative data.

» This is a complex topic, but the excerpt should help inform how we
might achieve data quality with a data standard framework.

» The Counting People Technical Note is used by the Monitoring &
Evaluation practitioners at IFRC. To obtain this you can download a
copy through the Federation-wide Databank and Reporting System.

+C | solferino Data Playbook Module 4: Getting the Data We Need 31-36
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Checklist

Organisational Considerations for counting people reached

Item Overall considerations at the National Notes
Society level for counting and reporting
on people reached include:

Determine the overall purpose and scope of the peo-
ple-reached reporting - at the project, program, country,
regional or global level?

At a minimum, ensure that counting and reporting on “people
reached” meets the minimum National Society reporting
requirements for FDRS.

Establish data management systems that support systematic
and reliable data collection and management that is respon-
sible and realistic to the organisation. There is an increasing
assortment of software solutions to support information man-
agement, from mobile data collection on handheld devices, (
e.g. ODK, Magpi/RAMP, KoBoToolbox) to organisation-wide,
online management systems. At a minimum, Excel spread-
sheets can be used.

Promote understanding and commitment at all levels of data
collection and management to support and sustain system-
atic and reliable counting of people reached. Tailor capacity
and incentive building accordingly; in addition to sharing this
technical note, consider learning opportunities ranging from
in-person and online training to mentoring and direct technical
assistance. Refer to the IFRC FDRS website and Regional
PMER technical advisors for further guidance and resources.
Incentive building also includes sharing and reporting back
data to stakeholders to build understanding and an apprecia-
tion of its use.
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Reporting on Multiple Projects/Programmes

Item Key considerations for aggregating Notes
counts on people reached by multiple
projects and programmes include:

Promote the use of systematic data entry forms/formats in
the field that count people reached by service type, provider,
delivery point and timeframe. This will support aggregating
data at higher levels for reporting.

Map the service delivery landscape, whether a city or whole
country, to help identify and avoid potential double-counting.
This typically involves a review of the project/program plans
(frameworks) and consulting with managers to identify when
certain target populations, services, or providers may overlap
in time and place.

Monitor data quality. Do not wait until preparing an annual
report to discover that certain projects or programs did not
count people reached properly, but be proactive and conduct
field monitoring checks on data quality. Typically, such exer-
cises will vary according to program area, and include quality
assurance of processes that encompass more than people
reached counts. Checklists Relating to Quality of Monitoring
Information is a useful resource, but ultimately data quality
monitoring will need to be tailored according to organisation
and programme Area.

Counting and reporting at the
project/programme level

Item Key considerations for counting and Notes
reporting on people reached by a single
project or programme include:

Follow any specific reporting requirements and formats for
people reached counts (i.e. see Box 2, above, on minimum
reporting standards for people reached per the FDRS).
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Item Key considerations for counting and Notes
reporting on people reached by a single
project or programme include:

Counting and reporting of people reached should be planned
as part of a coherent system to meet other project/program
reporting needs. People reached is just one of an assortment of
monitoring data needed for management decision-making and
accountability. See the IFRC Project/Programme M&E Guide,
Section 2.4 (p. 57) on information reporting and utilization.

Use data entry forms/formats that support systematic re-
cording and aggregation of people reached counts by service
type, provider, delivery point and timeframe. This will also help
identify and avoid double counting.

Ensure human, material and financial resources are adequate
and realistic for people reached reporting.

Know in advance how people reached counts will be analysed
and used and adapt data collection forms accordingly - for
instance, vulnerability and capacity assessments (VCAs), base-
line studies, emergency plans of action, the FDRS, etc.

Ensure that data collection should be culturally appropriate,
with attention to data collection teams that are representative
of the population, linguistically competent, gender-balanced,
and aware of cultural norms and taboos.

Ensure people collecting and managing data are trained and
prepared with competencies for data ethics, standards and ‘do
no harm'’ principles, such as informed consent, data accuracy,
privacy and security.

Identify and plan for collection of people reached data ac-
cording to service type, with particular attention to direct and
indirect counts accordingly - for instance, vulnerability and
capacity assessments (VCAs), baseline studies, emergency
plans of action, the FDRS, etc.
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Direct counts of people reached

Item

Direct Counts of people reached Notes

When necessary, use a tracking system to uniquely identify
each individual receiving a service so that at the end of the
reporting period there are accurate lists of people reached (by
name and/or ID number).

When possible, disaggregate people reached counts by sex,
age, disability and any other relevant sociodemographic char-
acteristics to inform analysis for effective service delivery.

Determine whether using the average household size is neces-
sary and advisable for counting people reached, with special
consideration to inherent limitations in accuracy and disag-
gregated people reached data. If counting individuals in some
instances AND households in other instances, be sure the
counting does NOT overlap the different counting strategies.

Determine whether catchment counts are reliable and accurate
for counting people reached. Catchment counts can be used
when the target population is likely to receive at least one ser-
vice during the given time within the service delivery area.

Indirect counts of people reached

Item

Indirect counts of people reached Notes

Counting people indirectly reached is inherently limited in
accuracy and detail. Therefore...
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Item Indirect counts of people reached Notes

Carefully determine data sources to estimate indirect recipients
with attention to reliability and credibility of counts.

Do not estimate counts of indirect recipients when they receive
services from direct recipients, unless there is a structured
mechanism to ensure reliability of this process.

Do not estimate counts of indirect recipients when they are in-
directly reached by Federation Network messages or learning
from another indirect recipient.

Do not extrapolate and estimate counts of a national popula-
tion as people indirectly reached unless there is substantial
justification.

It is sometimes acceptable to use the average household size
or catchment populations to help estimate counts of people
indirectly reached.

Typically, it is not possible to disaggregate people “indirectly
reached” because the service provider is not present to record
demographic differences. However, there are exceptions when
it may be justifiable to conclude about overall demographic
characteristics for certain service recipients.
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Scenario
This exercise should work for any audience that
needs to understand survey design coordination.
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> People: 4 to 24 people
» Time: 60 Minutes
» Difficulty: Intermediate
» Virtual Materials: virtual meeting platform, shared document/writing space
» In Person materials: Flipcharts/noteboards, sticky notes, markers
Exercise
Part 1: Explore (10 minutes)
Surveys are part of our work to engage with communities. This example “household
survey scenario” is an example for a workshop. In your small groups, review the
background details and clarify any issues/questions. Participants may need to make some
assumptions to do the scenario. Document these and continue.
Background
» Jalistan is a country situated near the equator
with a population of 11,103,100 people, made up of
many ethnic, tribal and linguistic groups.
» Itis ranked 112 out of 177 on the UNDP human development
index. However, the status of the constituent indicators
(life expectancy, health and income) of the HDI in southern
Jalistan are much poorer than the national average. This
is due to over 30 years of intermittent internal conflict.
» The internal conflict has meant there has been little possibility
of the government providing basic services in the southern
regions of Jalistan. Following a negotiated peace settlement 1
year ago, many people displaced by the conflict are returning to
their villages which they left, in some cases many years ago.
» The government is now fairly stable and quite well-received,
as the overall security situation is quite optimistic.
» While all assessed villages perform badly on all development
indicators, the situation in the villages around Akeret
is worse, being devoid of most basic services. In some
villages there are very few sources of safe water and in all
of them, the schools are run down and understaffed.
» Rainfall is slightly erratic, over the past 20 years there
has only been 3 years with seriously low rainfall.
Project Goal: Reduce death and illness related to Water and Sanitation
related diseases in the targeted communities in Southern Jalistan.
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Implementer: This project is entirely designed and carried out by the Jalistan Red
Crescent Society.

Duration: The project runs from 1 January 2022 to 31 December 2023.

Survey Objectives: To collect primary data on a number of indicators related to water,
sanitation and hygiene in villages located in Southern Jalistan using mobile technology.
The survey findings will be used for village selection and for setting up of a monitoring

and evaluation framework on water, sanitation and hygiene practices.

Survey Methodology: A quantitative household survey of water, sanitation and hygiene
knowledge, attitudes and practices will be carried out in 4 villages in Southern Jalistan
using mobile technology. The household interviews will be carried out by volunteers
from the Jalistan Red Crescent Society. According to the sampling methodology, up to
100 households will need to be surveyed in order to make significant conclusions from
the general observations of the targeted communities. Twenty volunteers (20) from the
Jalistan Red Crescent Society will be carrying out the survey. These volunteers will be
paired and efforts made to maintain a gender balance. It is expected that the training of
volunteers and data collection will be done over a six-day period.

Part 2: Survey Design (20 minutes)

Design survey questions by combining a scenario with an outcome. Note how your
questions change as you switch scenarios with an outcome.

Scenario 1:
This household is composed of 1 man, his wife and his 3 children in Kijereuk.
» Parents:

© Husband: Age 29
o Wife: Age 23

» Three children:
o Girl: 6 months.

o Boy: Age7
o Girl: Age 8

Scenario 2:
This household is composed of 1 widow and her daughter in Adong.

» Widow: Age 65
» Daughter: Age 35
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Goal: Reduce death and iliness related to Water and Sanitation
related diseases in the targeted communities

Outcome 1: Improved access to and use of sustainable sources of safe water in target communities

1.1 Community water points constructed or rehabilitated

1.2 Community management of water points is improved

Outcome 2: Improved access to and use of sustainable sanitation facilities among targeted communities
2.1 Sanitation facilities constructed

2.2 Sanitation facility use is promoted

2.3 Community management of sanitation facilities is improved

Outcome 3: Enhanced practice of safe hygiene and sanitation in the household

3.1 Household knowledge increased on safe hygiene & sanitation

3.2 Household training on safe hygiene and sanitation provided

Part 3: Discuss (15 minutes)

In plenary, teams should share their survey plans and share any lessons/observations or
insights.

Extra Credit

Survey Basics} Slide Deck

Credit

IFRC PMER Handbook
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Spreadsheets
Test
Download resources
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Data Protection
Summary
Data Protection is important for our work.
This handout includes overall questions on
how these will affect data and information
workflows. This is a draft of key recommendations
and some basic research. Please edit.
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S-9 Mobile Data Collection and Data Protection

Recommendations

Review and update Standard Operating Procedures: By writing out the
Standard Operating Procedures for ODK, Kobo etc, we will be closer to
meeting the new guidelines. A policy is not enough anyway. We also need
a proper workflow analysis (gaps, risks etc) to back-up the SIMs needs.

o Every data set should have a ‘version control and handoff procedure’
(light weight). This will offset ‘reuse of dataset’ inquiry.

Training and Data Protection Guidance: It might be helpful to have

a shared training or guidance document for all data and information
workflows on data protection, even if we all work in different countries.
This will show preparedness. Eg. the UK office gets only aggregated
data via excel (email) spreadsheet from x deployment.

o Also include guidance on de-identifation of personal data, using
pseudonymisation (masking) or anonymisation (aggregation,
conversion, etc) of dataset. Other examples: Still images of an individual
or community, video footage of an individual or community, DNA
samples of an individual or community, and social security numbers.
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Risks Priority rating/Mitigation

Identify clear data
governance: who is
responsible for collecting,
storing, processing and
releasing personal data in
the organisation?

Tech setup -security,
hosting, storage

Lack of mapped technical
workflow(s) to meet
RESPONSIBLE DATA USE
guidelines

Data collection
processes - consent, data
minimization/mvp data set

Collected data contains
personally identifiable
information (PII)

Collected data contains
Demographically
Identifiable Information
(DII)

Missing business/

legal analysis on risks
and preparation for
RESPONSIBLE DATA USE

Data controller does not
manage this process

Analysis on proprietary
tool includes full data set

Processing guidelines
Processing by NS

Processing by IFRC

Background link(s)

notes

=4 C | solferino
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Risks Priority rating/Mitigation Background link(s) notes

Processing by outside
actor and out outside tool
(academics/businesses)

Transferring/Sharing -
internal (EU)

Transferring/Sharing-
internal (Non-EU)

Transferring/Sharing -
external

Inability to reach most
vulnerable/do data and
information workflows by
adhering to Responsible
Data Use/Data Protection
regulations

Disaggregation/Re-
aggregation

Research Background

ODK Docs

For the most up-to-date information please see the Security and Privacy section of the ODK Docs.

Risks

1 Outside of usage analytics (typically opt-out) and crash reports (typically required), ODK
software does not transmit or communicate any information (e.g., survey data) back to ODK's
maintainers. When we do gather data, we default to anonymous or aggregate methods.
2 The software we have written does not have any mechanisms that might allow us to access or control
your devices or systems. There is always the possibility that hackers can discover and exploit deficiencies
or bugs in our software or in 3rd-party libraries to access or control your devices or systems.
3 “Central” is the ODK server now. See the ODK Security Guidelines. As well, keep informed on all relevant digital
and data security, privacy and data protection guidelines of your organisation (IFRC and/or National Society.
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4 With all 3rd party hosting services, you should expect your data to
be viewable by the support staff of the hosting service. Different
services go to differing lengths to restrict access to, encrypt, and/
or secure the data and communications within their data centres.

5 We gather aggregate user behavior through Google Analytics and gather
crash logs through Google Firebase Crashlytics. We use secure HTTPS
communication to transfer this data to ODK's maintainers. Users may disable
analytics in the settings of the application. Crash logging cannot be disabled.

Handbook on Data Protection
(ICRC, chapter 11)

Key risks

» need for clear guidance on processing by humanitarian organisations
of information extracted from the messaging app

» lack of awareness about the types of data they process

» metadata could be accessed and analysed by third parties and used
by them in ways detrimental to the vulnerable populations.

Towards a Secure Framework
for mhealth - case study In
mobile data collections

Gejibo, Samson Hussien - 'Towards a Secure Framework for mHealth. A Case Study

in Mobile Data Collection Systems', Doctoral Thesis, Bergen Research Open Archive,
05/11/2015

“For this work, we collaborated with the open-source
MDCS, openXdata and Open Data Kit (ODK)."

KoBo

(i) P.31case studies considering security and privacy in data collection, transfers and archives. Very clear explanations of risks
and security workflow gaps in international development
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» KoboToolbox data security measures: Keeping your data safe
» |IFRC KoBo data protection information

Overview

There are three points of vulnerability for KoBo data: (a) on the handset, (b) in
transmission, and (c) on the server. These are mitigated as follows:

On the handset, the data is available in clear text until it is transmitted, so we recommend
that the handset itself is encrypted (a standard Android feature) so that unless an
authorised user unlocks it, the data cannot be obtained. Once transmitted, the data is
typically deleted from the handset.

In transmission, KoBo uses TLS by default.

On the server, the data is as secure as the server itself and is heavily dependant on the
server administration and safety protocols and processes. Some agencies, including IFRC,
have chosen to set up their own server partly to guarantee the security of their data to a
higher level than that provided by the freely accessible servers.

As an advanced feature, KoBo also supports end-to-end encryption of data payloads

so that the data packages are encrypted with a public key when the form submission is
finalised on a handset and can only be decrypted by a matching private key held on an
individual's local computer. This data is fully encrypted on the handset, in transmission
and on the server and needs to be downloaded from the server to a local environment
before its local decryption (this renders inaccessible any of the server-provided reporting
and analysis options).

In practice, we've found that these points have always been sufficient to alleviate any data
protection concerns on a technical level. Also, the actual data protection vulnerabilities
are rarely technical but far more often due to poor form design. So we also recommend
that anyone deploying any form (whether using KoBo or any other tool) carefully consider
whether there is any real need to collect personally identifiable information in the first
place. Unless they are explicitly doing beneficiary tracking (in which case the most critical
point of vulnerability is the server database where the full information about beneficiaries
is brought together, which is not KoBo), there is rarely a need to do so.

Access to data

As a starting point, only the person who has created a project in KoBo has access to its
data.

The only people who can access your data are the server administrators. However, they
do not ever view your data (see contractual clauses below)
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You can grant permissions to your project’s data to additional KoBo users should you wish

to do so.

Security reviews

The ICRC conducted a security review of IFRC's KoBo server in May 2021 and found it
secure for their purposes.

As a standard practice for externally hosted servers, the IFRC does not conduct
penetration testing. However, given the wide use of the IFRC KoBo server and the nature
of the data hosted on it, we would be happy to accept offers for penetration testing.

Data protection contractual clauses
between IFRC and KoBo Inc.

| 2

| 2

Data shall only be stored, processed, sub-processed, backed-up, cached or
otherwise hosted on servers in locations approved by the organisation.
Under no circumstances shall US servers be used.

The service provider shall at all times advise the organisation

where data is held and processed, and consult with the

organisation should a change in location be contemplated.

The service provider shall involve sub-processors only with the

consent of the organisation to both the entity concerned and the

purpose of the sub-processing and comply with the contractual
requirements even where data is processed by sub-processors.

If the service provider receives a request for information of the organisation, it
shall notify the organisation of such a request; in case of a non-disclosure order,
the contract should require that the service provider asserts its contractual
obligation to notify the organisation of a request for its information.

Any information of the organisation processed by the service provider or
any sub-processors remains the organisation’s property and assets. Such
information, including information about where data is stored or by whom

it is processed, is confidential and the service provider must not disclose
such information to any third party without prior written consent from the
organisation. If the service provider receives a request for information from

a State where organisation enjoys P&, it shall explicitly assert organisation’s
privileges and immunities and state that data stored with the service
provider constitutes property and assets that belong to the organisation

and are subject to absolute immunity from search and seizure. Should the
organisation not itself be in a position to do so, the service provider shall
approach the relevant Ministry of Foreign Affairs, informing that Ministry

of a request for information and asserting the organisation’s P&aI.
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» In case of a request for information, and if privileges and immunities are not
accepted by authorities, the CSP shall raise legal defences as instructed
by the organisation. If the organisation cannot be notified of a request, the
service provider shall raise all reasonable legal challenges available under
the law applicable, including that of the State requesting information, to
both the prohibition on notice and the legal demand to disclose the data.

» The contract is governed by Swiss law. The Parties shall
not, under any circumstances refer to US law.

Privacy Implementation
Assessment template

Towards a privacy impact assessment template for mobile health data collection systems

Privacy IA template is typically structured in four parts:

1 Description of the application (i.e., Mobile Data Collection Systems - MDCS),
in terms of its objective, requirements, users, stakeholders, application arc
hitecture, and data flows.
3 Identification of privacy threats with respect to a list of privacy

targets embedded in the legal framework EU GDPR.
4 Proposal of technical and organisational controls for mitigating

the identified privacy threats, i.e., counter measures
5 Documentation of the PIA regarding the MDCS being analysed

N

Threat identification and
selection of countermeasures

By looking into the MDCS context, a list of privacy threats can be postulated and
associated to the aforementioned privacy targets. This threat identification analysis can be
carried out by a group of experts, using brainstorm sessions and iterative reviews.

Two preliminary examples of such threats are

Threat 1

User profiling (data minimization threat) The use of MDCS makes it fairly easy to link
subject’s data (i.e., patients or families), activities, kinship, demographics, and etc. User
profiling is inherent in the health surveillance process. The further exploitation of data
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relationships, creation of more complete profiles, might result in the use of personal data
beyond the original purpose.

Threat 2

Vague purposes (purpose biding threat): Vaguely defined purposes allow MDCS to be
used for purposes not previously defined during the design stage. For example, do not
follow the premises of meaningful use of medical data, and uses it for secondary purposes

Why is data protection
Important to us?

» Humanitarian organisations collect and share more data than ever before
» Dignity and privacy of beneficiaries - privacy of home and
family is recognized under international instruments
» Higher risk of harm to beneficiaries depending on their political, ethnic,
religious affiliation or health status - the “do no harm"” principle
» Comply or face risks of large fines up to 4% or 20M EUR
» Reputational and operational risks

Data protection vs security
vs responsibility..?

“Data responsibility in humanitarian action is the
safe, ethical and effective management of personal
and non-personal data for operational response.

It is a critical issue for the humanitarian system

to address and the stakes are high." IASC

Privacy Policy Terms and Conditions Registry of processing

Legal Compliance Lawyers and consultants
DPIA Internal policies Notify DPA
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Mobile Data Collection and Data Protection

Consent Tracking Audit Trail Right to forget
Data Protection Identity Breach Notification Risk assessment You
Data sharing policies Data portability Right to object
Authentication Access Control Secure transfert
Data Security Key Storage Key Rotation Search operation IT and you
Encryption at rest Redundancy API security
All you need to know...
» ..Is that personal data collected is accurate and relevant, and that the personal
data is not misused, lost, corrupted, or improperly accessed and shared.
» Informed and freely given consent
» Gather only minimum amount of personal data
» Keep the data only as long as is needed
» Ensure access to personal data is controlled
» Use personal data only for its allowed purposes
» If in doubt, consult an expert!
All EU NS are subject to GDPR, even when working outside the EU.
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Some key aspects of GDPR

Right to be informed (Ensure your users have been told what personal data you are
collecting and how you will use it)

Right of access (If requested, provide a full copy of all their data within a reasonable time)

Right to rectification (If a user requests rectification, you must update/correct the data you
hold about them without undue delay)

Right to erasure (to be forgotten) (When a user asks, you must delete all the data you hold
on them without undue delay if there is no overarching reason to continue processing it.
This is problematic if you are storing backups.)

Sharing personal data
outside your NS?

Anytime there is a contract, formal or otherwise where personal information will be
shared, your NS should ask that the recipient of the personal data guarantee a minimum
set of protections (GDPR Art. 28(3)):

Only use the data according to your NS instructions

Keep the data secure

Assist your NS with any data protection requests you might receive
Notify your NS of any breach immediately

No subcontracting or data sharing without approval

Delete and/or return data at the end of the contract

VVyVYYVYYVYY

Use Cases

(Answers provided by James De France)

Case: Consent forms

"We have refugees from different countries speaking
different languages. Do we need to translate the
consent forms to every language we encounter?”
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“Yes, this would be ideal. If the person cannot understand
why consent is being requested, then the consent is invalid,
because it was not fully informed, nor freely given.”

Case: Device encryption

"Should smartphones and laptops be encrypted in the
field? Which resources are available to do these?”

“To the extent that it is possible, yes. Minimally,
devices containing personal data should be password/
fingerprint/passcode protected. Where possible, with
the option to remotely wipe them if they are lost.”

Case: Cloud services

"Can personal data be saved into a cloud service
to which many people have access?”

“Yes. However, never make the link publicly accessible.
Also, carefully review the terms of service for the

cloud provider (run by legal). Only individuals who
receive the link should be able to access the data,
which should then also be password protected.’

“However, | would not use Google Docs to do this as
Google has access to all data in its terms of service.’
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Case: Sharing personal data

"Sharing personal data of affected population with
government? Other operational actors?”

“Should only happen after reviewing possible consequences
and should be subject to a written agreement that restricts
the use of the provided personal data. However, this

also depends on any particular legal requirements in the
country and whether the NS is the data controller.’

Case: Data minimization

"IFRC stance on data minimization? For example, when giving
a kitchen set to a family, what data do you actually need?”

“This may depend on national law, donor or audit
requirements. Only collect enough data to make sure that
each family gets one kitchen set (if that is the objective).”

Resources

ICRC handbook on data protection in humanitarian action (300+ pages)
IFRC data protection policy (9 pages)

IFRC data protection policy guidance note (2 pages)

IFRC data protection flyer (2 pages)

IFRC eLearning course Targeted - An introduction to cyber security
IASC operational guidance on data responsibility

in humanitarian action (37 pages)

IFRC Data Playbook: Responsible Data (various resources)

Data protection impact assessment (DPIA) tool

VVyVYYVYYVYY
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v

Credit

Eero Sario, Dan Joseph, and James de France
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Making Data
Useful, Useable
and Shareable

Just because a dataset is created, it doesn’t
mean it's actually useable. The purpose of this
module is to strengthen a team or a group of
training participants' abilities to make their

data useful to themselves and others. These
might be people who need to think through how
to comply with standards or make decisions

on how to create them. We also cover the
concept of Data Quality and help participants
understand what it is and how to achieve it.
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M 5 S Cover Making Data Useful, Useable and Shareable

Questions this module explores

» Who are data users and what do they want to learn from the data?
» Why do we need to care about standards?

o How do Standards ensure useable and interoperability?

» How do we know that the data is ‘quality data'?

Learning Objectives

» The importance of understanding data users
» How to make data useable to themselves in the future
» How to ensure their data will be useable to others that can benefit.

Module Topics

» Data user profiles
» Standards and formatting.
» Data Quality

Recipes

A suggested step-by-step process to
achieve learning objectives

1 Begin the journey on useability, start by getting participants to
understand What do we know about our data users? (5 - 1).
2 To explore how rules and standards benefit communities and
humanitarians use Standards support humanitarian action (5 - 2)
3 Once your participants have gotten an understanding how
standards are important give them an opportunity to think through
how to Should We Apply Standards to Our Data? (5 - 3).
4 Use the Understanding data standards (5 - 4) slide deck to cover key concepts.
5 Once they have comprehension of standards, introduce them to the concept of
Data Quality by getting them to Generating a Data Quality Checklist (5 - 5)
6 Further explore Data Quality: Opportunities and
Barriers (5 - 6) for tackling data quality.
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7  Use the Data Quality Workflows (5 - 7) to strengthen
comprehension of the concept
Ingredients
Pick and choose ingredients to create your own recipe. Do you have an ingredient we're
missing? Send an email to data.literacy@ifrc.org
Exercises
Short, discrete social learning experiences
» What do we know about our data users? (5 - 1)
» Standards support humanitarian action (5 - 2)
» Should We Apply Standards to Our Data? (5 - 3)
» Generating a Data Quality Checklist (5 - 5)
» Data Quality: Opportunities and Barriers (5 - 6).
Slide Decks
Presentations to be used and/or adapted
» Understanding data standards (5 - 4)
» Data Quality Workflows (5 - 7)
» Open Data Basics (5 - 9)
Checklists/Handouts/Materials
For documentation of essential elements
of the learning experience
» Dataset Check-In Process (5 - 8)
+C | solferino Data Playbook Module 5: Making Data Useful, Useable and Shareable 5-6
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Next Steps

Once you have ensure that your data is useable/useful and shareable, Move on to
Understanding and Analysing Data (6)

Credit

Dirk Slater, with inputs from Johnny Henshall, Liselot Kattemalle, Ana Maria Escobar,
Thomas Raffort, Lionel Denis, Simon Weiss, lan O'Donnell & Vincent Annoni. Also, thanks
to IFRC V1 Sprint and Data Playbook Beta contributors.
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5.1 What do we
know about
our data users?
In order to promote data use in any
organisation you need to understand how
individuals who use our data will benefit.
+C | solferino Data Playbook Module 5: Making Data Useful, Useable and Shareable 7-9
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People: 4 to 16 people

Time: 60 Minutes

Difficulty: Easy

Virtual Materials: virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Preparation

For a ‘Face to Face' - you can either print the user profile template on A4 or write the
prompts on flipchart paper, ready for your participants to use them. If online you can
copy the user profile template into a collaborative document. Also, have copies of Data
Audiences at IFRC (handout) (2 - 7) (Module 2) printed and ready to share.

User Profile Template

Name:

Age:

Role:

What are their values? how do they want to be seen?
What problems are they trying to solve?

How do they apply data in their jobs?

What are their motivations for using data?
What are their barriers to using data?

What skills do they want to learn?

What can they teach others?

Review the Module 2: Data Audiences Handout
and determine if they are (check one)

VVYVVYVVYVYYVYYYVYY

Data Curious
Data Advocate
Data Active
Data Ready

®@ ®© 0 @

Exercise

Part 1: Create small working groups

This exercise will work best by breaking people into the smallest groups possible, so
either pairs or triplets. NOTE: If you have people that are working on the same project, still

=+ C | solferino Data Playbook Module 5: Making Data Useful, Useable and Shareable 8-9
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stick to the smallest groups possible, if different groups end up developing personas on
the same user, they can compare notes afterwards.

Part 2: Build Data User Profiles

Instruct people to fill out the profile using the knowledge they have about an individual
that is or will be using their data. On things that don't know, they can make assumptions
but should take note of that they will need to confirm at a later date. Also: use Data
Audiences at IFRC (handout) (2 - 7) (Module 2) to answer the final question. They
should generate as many profiles as they can in the time allotted.

Part 3: Review the personas

After they have had time to generate a few user personas, get everyone to review each
other's personas. If in-person, spread them out around the room and let people roam from
one to another (Gallery Style). If online, just have everyone read the collaborative doc
containing the personas.

Part 4: Large Group Discussion
Finish the exercise by asking everyone:
» How well do you think you know your data users?

» What assumptions have you made that you want to confirm?
» What will you change in your data project as a result?

Part 5: Next Steps

End the exercise by asking participants to share how they will confirm their assumptions
and learn more about their Data Users.

Credit

This is modified from FabRiders’ A workshop exercise on creating user personas that is
published under a Creative Commons Attribution 4.0 International License

=4 C | solferino Data Playbook Module 5: Making Data Useful, Useable and Shareable 9-9
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5.2 Standards
support
humanitarian
action
This exercise is for the Data Curious. It is
designed as an entry point for participants to
understand how to maximise benefit, useability
and interoperability of data by applying standards.
=4 C | solferino
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People: 4 to 24 people

Time: 30 Minutes

Difficulty: Easy

Virtual Materials: virtual meeting platform, shared document/writing space
In Person materials: Flipcharts/noteboards, sticky notes, markers

YyVYyVYYY

Exercise

Part 1: Small Group Discussion

Split the group into random pairs or groups of three (preferably people that don't normally
work together). Instruct them to identify things that are shared within their community
that they have used within the last week and list them, either in a shared collaborative doc
(if online) or on post-it notes (if in person). You could give roads as an example.

After 10 minutes and while still in small groups or pairs, get them to consider which of
those things are critical for community well being.

Part 2: Large Group Discussion

After they have identified all the things that are shared and are critical to their community,
bring them back to the large group and ask them what are the sorts of decisions that
needed to be made to ensure their useable to the community? Hopefully they will bring up
examples of rules and standards that needed to be followed.

Part 3: Facilitator Input
Then explain the connection to data standards.

Data standards are meant to ensure that data can be useable in different contexts and by
different communities. Data standards are documented agreements on representation,
format, definition, structuring, tagging, transmission, manipulation, use, and management
of data.

Part 4. Deepening

Break people back into small groups and get them to brainstorm standards that should be
applied to their data to make it useable to themselves and others in the long run. Here you
might need to get people who work together in small groups (not bigger than three).

Ask: What are standards might we need to apply to our data for it to be used to
strengthen humanitarian action? Things they might want to consider:

» How might we ensure a shared vocabulary, that the
words used are understandable to all?

= C | solferino Data Playbook Module 5: Making Data Useful, Useable and Shareable 1-12
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» How might we ensure the ability to exchange data,
what formats might they need to be in?
» How might we ensure the quality of our data, that it can serve it's purpose?

Part 5: Next Steps

After the lists are created bring them back to large group to discuss how they might
implement the standards

Extra credit

Refer to Types of Open Standards for Open Data from Open Data Institute for more
details.

Credit

Dirk Slater, FabRiders, with help from ASM Shawon, IFRC, Leeba El Seed, WFP, Rumana,
IFRC, Esra Yilmaz, Turkish Red Crescent, & Bahati Nsaba, IFRC.
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Making Data Useful, Useable and Shareable

5-3 Should
We Apply
Standards to
Our Data?

How can we teach and build a common language
around standards and why they matter? The

goal of the exercise is to understand and discuss
needs surrounding quality, standardisation,

and measurement. Consider your audience and
share the slides after the exercise. This topic may
cause semantic debate with some audiences,
redirect the conversation, and ask them to do
the exercise first and then discuss the topic.
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> People: 6 to 20 people
» Time: 30 Minutes
» Difficulty: Easy
» Materials: Chocolates, peanuts or Aqua-tabs (50 per box)
or equivalent items that are useful/available. e.g. band-
aids (Each group should get between 30 - 50 items.)
» Virtual Materials: virtual meeting platform, shared document/writing space

» In Person materials: Flipcharts/noteboards, sticky notes, markers

Exercise

Part 1 - Considerations
» Inthe small groups, give the boxes of items and ask people to consider:

Who needs these items?

How would you distribute the items?

What do you need to keep track of ? What do you need to measure?
What information will you gather as you distribute?

®@ ®© © @

» After 10 minutes, have each group share their answers.

Part 2 - Discussion
» In Plenary, ask - Is everyone measuring the same thing?

© Outcome 1- People are not measuring the same
thing. Ask: Why is that problematic?

o Outcome 2 - People are measuring the same thing. Ask: If
people are measuring the same thing, how do they make
sure they can all benefit from that measurement?

» Share any real-world experience with distributing Aquatabs or similar items.

Part 3 - Deepening

> In their groups, ask: Do they have any similar examples
from their sector related to ‘Standards"?

1 You could use one of the two scenarios for further discussion:

2 Scenario 1: There are 10 Partner National Societies in a post-cyclone situation.
These National Societies and other stakeholders (IFRC, other humanitarian
organisations, and governments) are using multiple tools to collect damage
assessment and other humanitarian response information. Decision-makers

= C | solferino Data Playbook Module 5: Making Data Useful, Useable and Shareable 14-15
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need a global picture - an aggregation of assessment and initial response
information. Everyone in this emergency does their own response based on
their own assessments. For this operation, they started with fewer coordinated
data flows but made the decision to coordinate differently for the response.
They simply could not get a global picture of what was happening as the
groups could not aggregate content from multiple tools for the assessment.

3 Scenario 2: There was a collective decision by the government in the affected
area to require one tool to aggregate all the humanitarian workflows. As the
National Society is an auxiliary of the government, this worked well for the
coordinated response. This type of standardization enables the ability to
obtain one global picture of what happened, what worked, and what needs
work. Standards can help support community feedback loops, recovery
planning, and obtaining/measuring a global impact potential results.

Extra credit

Review the Humanitarian Exchange Language (HXL) standard.

Credit

Mununuri Musori, Senior Officer, Information Management, Planning and Reporting, IFRC
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Understanding data standards

Standards are:

A criteria, a method, a model, a pattern, a template, or a framework
to help assess and make judgements on quality and accuracy.
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Understanding data standards

Why do data standards matter?

Data Standards exist across the humanitarian space. Examples
of their