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Foreword

Public sector entities are increasingly aware of the 
benefits that artificial intelligence (AI) can bring to 
government activities, such as tax services, law 
enforcement, health and education. Nevertheless, 
this technology bears risks, such as bias and 
discrimination, which require appropriate risk 
mitigation strategies.

The World Economic Forum’s Centre for the Fourth 
Industrial Revolution has created AI Procurement 
in a Box in collaboration with the Government of 
the United Kingdom, Deloitte and Splunk. This 
pragmatic guidebook aims to unlock public-sector 
adoption of AI and boost innovation through more 
agile procurement processes. Since its launch in 
June 2020, the guidelines have been successfully 
implemented globally, including two recent pilot 
projects in Brazil, with Metrô de São Paulo and 

Hospital das Clínicas. Both pilots have reaffirmed 
the importance of guidance on how to procure AI 
tools ethically and efficiently. They also explored in-
depth additional challenges for its widespread use 
in the public sector. 

Through this white paper, the Forum, the São 
Paulo State Government and the Centre for the 
Fourth Industrial Revolution Brazil aim to share 
with the international community the key insights 
arising from these recent use cases to expand 
this project framework and discuss cross-cut 
challenges in implementing the toolkit in countries 
in the Global South. We look forward to continuing 
to develop the public procurement work on AI with 
the global multistakeholder community to keep AI 
technologies responsible, safe and ethical.
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Executive summary
Revisiting the AI Procurement in a 
Box toolkit with new themes to guide 
the widespread adoption of AI in the 
public sector.

In 2021, the Centre for the Fourth Industrial 
Revolution Brazil implemented the AI Procurement 
in a Box Guidelines in two unprecedented pilots, 
one with the Metrô de São Paulo and the other 
with the Hospital das Clínicas of the University of 
São Paulo. Both pilots reaffirmed the importance 
of guidance on how to procure safe and ethical 
artificial intelligence and machine learning (AI/
ML) tools, exploring additional challenges for their 
widespread use in the public sector. 

These pilots have brought insights into and 
understanding of the cross-cutting challenges 
in implementing the toolkit in other countries, 
especially in the Global South. These countries 
often lag in terms of AI governance frameworks, 
institutional and technical maturity, and skills for 
developing and deploying these technologies. 
Therefore, new topics and mechanisms are needed 
to make AI Procurement in a Box accessible to 
nations in the Global South. 

	– Before acquiring AI, governments must self-
assess their access to information technology 

(IT) infrastructure and appropriate data, as 
well as their levels of institutional maturity and 
internal skillsets. 

	– Governments should consider a mix of policy 
instruments, such as algorithmic impact 
evaluations and certifications, to ensure the 
responsible use of AI within their organization 
and expand these policies to internally 
developed AI models and systems that do not 
go through traditional procurement processes. 

	– Governments should carefully consider the 
interactions between humans and AI models 
to mitigate both algorithmic bias and human-
based bias. 

In addition, a monitoring and evaluation framework 
should be adopted globally to guide the deployment 
of future AI Procurement in a Box pilots and 
allow for cross-country and regional comparisons 
by looking at success metrics for project 
implementation and the wider dissemination of best 
practices in the public sector.

Unpacking AI Procurement in a Box: Insights from Implementation 4

https://www.weforum.org/reports/ai-procurement-in-a-box
https://www.weforum.org/reports/ai-procurement-in-a-box


Metrô de São Paulo Hospital das Clínicas

Use case 
description 

Metrô’s objective was to purchase an AI-powered 
predictive maintenance system for online real-time 
monitoring of rail tracks throughout the subway 
network. High-definition cameras on trains and 
sensors will enable the use of deep learning and 
automated image processing to support decisions 
from Metrô’s engineering team.

HC envisioned integrating its more than 60 
information technology (IT) systems into a 
cohesive apparatus that would enable it to 
efficiently make use of data it collects in its 
other fields of work, like teaching, research and 
innovation.

AI Procurement in 
a Box guidelines 
piloted

#1	 Select a needs-driven procurement process
#4	 Incorporate relevant legislation and codes of 

practice
#7	 Multidisciplinary team
#10	Market engagement

#5	 Assess technical and administrative data 
accessibility

#6	 Assess data bias and quality at a higher level
#8	 Algorithmic accountability and transparency

Key challenges and 
accomplishments

–	 Adoption of a mission-oriented pre-
commercial procurement procedure 
(encomenda tecnológica) to prototype and 
deploy a predictive maintenance algorithm. 

–	 First use of algorithmic impact assessments   
in Brazil, as recommended by Brazil’s National 
AI Strategy.

–	 Creation of an independent board of 
specialists to assess risks associated with the 
project and lower asymmetries of information 
between the contracting entities.

–	 Deep institutional and internal organizational 
changes, with the creation of new 
departments and restructuring of old ones.

–	 Development of a new platform to 
integrate other systems in use and enable 
better standards for privacy and data 
anonymization.

–	 Promotion of a culture of engagement of the 
people involved throughout the entire data 
collection, processing, knowledge-derivation 
and innovation development life cycle.

Introduction
AI Procurement in a Box has been implemented 
worldwide. Nevertheless, more evidence is 
needed to support its market-shaping role in 
achieving safe and ethical artificial intelligence.

Launched in June 2020, the AI Procurement in 
a Box toolkit is a practical guidebook to unlock 
public-sector adoption of artificial intelligence 
and machine learning (AI/ML) tools.1 Since its 
publication, various pilots and use cases have 
taken place in the United Kingdom, Bahrain, the 
United Arab Emirates and India. The toolkit remains 
one of the most replicated projects across the 
World Economic Forum’s network of Centres for 
the Fourth Industrial Revolution. Centres such 
as in Israel and Japan are exploring the toolkit, 
and other government partners are also adapting 
its recommendations to local contexts and 
jurisdictions.

Recently, the Centre for the Fourth Industrial 
Revolution Brazil implemented the toolkit in two 
separate pilots with very different objectives. The 
pilot with the University of São Paulo’s Hospital das 
Clínicas (HC) – the largest health complex in Brazil, 
with eight specialized institutes and two auxiliary 
hospitals – focused on the institution’s technical and 
data access maturity, particularly on how to ethically 
use AI in an area of significant public scrutiny, such 
as healthcare. The other pilot, carried out by Metrô 
de São Paulo, one of the largest subway networks 
in Latin America with over 5 million passengers a 
day, shed light on the challenges of implementing 
an innovation procurement procedure for the 
first time, as well as the unprecedented use of 
an algorithm impact assessment tool to identify 
and mitigate possible risks in the deployment of a 
predictive maintenance AI tool.

AI Procurement in a Box: new pilots from BrazilTA B L E  1

Source: Centre for the Fourth Industrial 
Revolution Brazil, 2022. Unpacking AI Procurement in a Box: Insights from Implementation 5
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Challenges and bottlenecks faced during the 
implementation of these pilots in Brazil provided 
valuable insights into the toolkit as a whole. 
In addition, community meetings and surveys 
with local stakeholders converged on the need 
to provide country-specific modules to AI 
Procurement in a Box, adapting the Forum’s 

guidelines to Brazilian laws and regulations. As 
a result, the centre in Brazil has put together a 
community with members from the public sector, 
industry, civil society and academia to co-design a 
pragmatic guide to procure AI solutions in Brazil,2 
along with a thorough description of the use cases 
at Metrô and HC.

Public procurement or in-house developments?

A report issued in 2017 shows that 81% of 
Organisation for Economic Co-operation and 
Development (OECD) countries have implemented 
policies and strategies to support innovative 
goods and services through public procurement.3 
There are countless examples of instruments like 
pre-commercial procurement (PCP) and public 
procurement of innovative solutions (PPI) being 
used for the development, scaling and diffusion of 
disruptive technologies in the market. However, and 
notwithstanding several PCP and PPI projects in 
the field of artificial intelligence (AI),4 more evidence 

is needed to support the market-shaping role of 
public procurement in fostering ethical and human-
centred AI in the IT market.

It is interesting to note that a large part of 
AI systems currently in use by governments 
worldwide cannot have their origins traced back to 
procurement. In the United States, for example, a 
report analysed the use of 142 AI tools by federal 
departments, agencies and sub-agencies and 
found that more than half (84 tools, or 53%) were 
actually in-house developments.5
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Source: Engstrom, D. F. et 
al., 2020.6 

However, the technical demands imposed by this 
make-or-buy choice do not mean that governments 
have already reached adequate levels of internal 
capacity and staff expertise to design, develop and 
audit AI solutions. On the contrary, pressured by 
recruitment challenges and growing demand for IT 
professionals, public entities often struggle with the 
lack of personnel with proper training and adequate 
skill sets. To fill this gap, the literature recommends 
internal capacity building programmes and the 
formation of centres of expertise7 to provide shared 

technical knowledge and a systemic approach to 
the use of technology in government activities.8

A similar scenario is found in Brazil. Information 
gathered by Transparência Brasil9 reveals that 
among 44 AI tools in use by entities in the public 
sector, at least 33 were built internally; almost 
half of the remaining (5 out of 11) are the result of 
non-commercial partnerships with universities and 
research institutions.
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Source: Transparência 
Brasil, 2020,10 adapted 
to match the categories 
adopted by Engstrom et al., 
2020.11 

The examples illustrating the widespread use of in-
house developments in countries with very different 
levels of digital maturity and AI readiness, as shown 
by the United States and Brazil, point out the need 
for further research to investigate the causes of 
relatively low adoption of procurement among other 
sourcing mechanisms, as well as to collect more 
evidence to assess how government contracts 

might shape the AI industry. Importantly, in-house 
AI solutions may also be developed in contexts that 
may have fewer transparency and accountability 
structures than those acquired from procurement 
processes, so it is important that governance 
mechanisms be deployed for all uses of AI within 
the public sector, not just those sourced from 		
third parties.
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AI procurement in the Global South

The literature on AI governance in the Global 	
South – a term used to highlight the uneven 
distribution of resources and knowledge to 
implement AI between high, medium and low-
income countries – is growing.12 Some AI-powered 

technologies, such as natural language processing, 
are examples of the disparate representation of the 
Global South in AI governance and ethics,13 even 
though these countries face their own challenges in 
adopting AI, particularly in the public sector.

15-20 20-25 25-30 30-35 35-40 40-45 45-50 50-55 55-60 60-65 65-70 70-75 75-80 80-85 85-90

Source: 
Government AI 
Readiness Index, 
2021.14

Government readiness for AI adoption in selected countriesF I G U R E  3

The global picture is one of highly unequal AI 
readiness that negatively affects the widespread 
implementation of the Forum’s toolkit. For example, 
the regional score of the three lowest-ranked 
regions in the Government AI Readiness Index 
of 2021 – sub-Saharan Africa (31.61), Central 
& South Asia (40.93) and Latin America and the 
Caribbean (41.26) – is less than half the average of 
the highest-ranked region, North America, at 82.94. 
In addition, these countries often face difficulties in 
developing their own AI technologies to supplement 
those ecosystems due to brain drain – the exodus 
of skilled workers to developed nations. 

Key challenges include (i) skills to supplement 
the deployment of AI technologies, underscoring 
the diversity gap among teams usually involved 
in these activities; (ii) institutional capacities 
and regulation due to the lack of regulatory and 
governance frameworks mature enough to both 
support innovation and mitigate ethical risks; and 
(iii) infrastructure due to poor data governance 
protocols and the scarcity of datasets to train 
algorithms developed in the Global South, 	
leading to a data divide in an increasingly 		
data-driven economy.15
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What is the purpose of this document?

This white paper aims to support the 
implementation of AI Procurement in a Box in 
a wide array of jurisdictions, incorporating new 
elements arising from the literature and practice 
that should be added to update the Forum’s overall 
framework. As new case studies on the use of AI in 
the public sector are rolled out, new opportunities 
arise to expand the set of best practices put 
together in the AI Procurement in a Box project, 
especially use cases and challenges faced by the 
Global South.

This white paper is divided into one introduction 
and four content sections:

	– Phase Zero is an exploration of what maturity 
for AI adoption means, in terms of IT literature 
and insufficient or poor data quality, as well 
as in terms of institutional changes to prepare 
for the deployment of these technologies and 
workforce capacity building. 

	– Leveraging public trust in AI through 
accountability structures looks at how 
governments use a mix of policy mechanisms, 

such as algorithmic impact assessments and 
certifications, to ensure the responsible use of 
AI within their projects.

	– Human beyond-the-loop? Mitigating 
risks arising from human oversight brings 
understanding that, although human-in-the-loop 
is a common best practice for AI oversight, it 
can also bring new risks that must be 	
mitigated accordingly.

	– What does success look like for AI 
Procurement in a Box? Indicators for 
monitoring and evaluation discusses how 
to monitor and evaluate an AI Procurement 
in a Box project, seeking to understand 
how this project can bring value to pilot 
institutions and impact national AI governance 
regimes. Evaluation is divided into six pillars 
based on what successful implementation 
should look like, each with its own set of 
indicators, highlighting the kinds of goals 
implementing partners should have in mind 
while simultaneously enabling pilot comparisons 
across different contexts and jurisdictions.
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Phase zero: 
Prerequisites for the 
widespread adoption of 
AI/ML in the public sector

1

Understanding infrastructural, institutional and 
data access maturity aspects to implement 
successful AI projects in government
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A primary concern for government adoption 
of AI/ML technologies is the institutional and 
technical maturity needed for its adoption. A 
recurring question is about the “phase zero” – or 
the minimum digital maturity needed to enable 
AI adoption. This topic is briefly discussed in AI 
Procurement in a Box (guideline #5), particularly 
in the lens of communicating specific technical 
limitations of the procuring organization to suppliers. 

Most organizations – public agencies included – 
have a basic understanding of their data assets, 
such as what kind of data they have and the 
infrastructure used to organize it. But they are unable 
to harness it for the development of AI solutions 
due to a lack of understanding of the potential they 
entail.16 In addition, many organizations do not have 
data governance processes in place, such as the 
existence of chief data officers or enterprise data 
champions, jeopardizing data privacy and integrity.

Guideline #5 starts a meaningful conversation 
but digital maturity for AI in the public sector still 
needs to be explored in depth. Disparate access 
to data and the related IT infrastructure can result 
in uneven adoption between different levels of 
government. In Brazil, for example, conversations 
held with local stakeholders reveal that municipal 
government entities are much less likely to adopt 

AI/ML technologies than those at the federal or 
state level, mainly due to technical maturity barriers 
and readiness. 

The consequences of disparate infrastructure 
and data access can be severe, depending on 
the context. For example, AI can bring many 
opportunities to facilitate access to critical 
government services but many countries lack the 
institutional maturity to realize that. According to 
Smith and Neupane,17 there is an existing AI gap 
“between those who have the ability to design 
and deploy AI applications and those who do 
not”, creating large power asymmetries. Countries 
in the Global South often import AI technologies 
and therefore should retrain foreign commercial 
off-the-shelf algorithms to keep accuracy levels 
and prevent distortions. However, public entities 
frequently lack the data and technical capabilities 
needed to readjust AI models. 

Low technical maturity and data access can also 
be detrimental to suppliers. If governments cannot 
get the data and other necessary inputs to develop, 
train and test an AI/ML model, they are more likely 
to procure from established market incumbents that 
already have access to data, creating an uneven 
playing field.

Maturity for AI adoption encompasses many themes, 
from data access and IT infrastructure to institutional 
capacity building and governance. Because of 
the variety of elements, it is nearly impossible to 
prescribe a one-size-fits-all approach, so solutions 
should be designed on a case-by-case basis. 

Many assessments look at digital maturity 
as a whole. For example, the World Bank’s 
GovTech Maturity Index evaluates four different 
components to understand a country’s level of 

digital transformation.18 Likewise, the Broadband 
Commission’s Working Group on Digital and AI in 
Health, chaired by the Novartis Foundation, published 
a report that addresses the maturity challenges that 
public healthcare sectors face globally,19 including a 
self-assessment tool with recommendations on how 
to allocate resources in these areas. 

Table 2 presents an outline of the prerequisites 
that public sector entities should cover before 
implementing artificial intelligence (AI).

What constitutes AI maturity for public 
sector organizations?

1.1
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Phase zero: prerequisites for widespread adoption of AI/ML in the public sectorTA B L E  2

IT infrastructure

What kind of IT 
infrastructure did 
the entity acquire 
in preparation for 
digitalization?

–	 Discuss the need for an IT rollout covering hardware, 
software, storage and architecture of datasets the 
public entity needs.

–	 Open data initiatives and federated learning systems can 
be alternatives to enable access to the necessary data.

People

How can public entities 
hire (and retain) highly 
skilled IT employees in 
their workforces?

–	 Highly skilled workers are already scarce in the IT 
industry and hiring them can be challenging for most 
governments. Such staff is a condition for being able to 
take what AI can offer, including desired skills and job 
classifications.

–	 Disseminate AI knowledge by investing resources in 
training and internal capacity building.

–	 Foster a culture of open innovation through 
partnerships with private sector organizations, civil 
society and academia.

Institutional 
changes

How did the 
government entity 
restructure itself for 
digitalization?

–	 Organizational and institutional changes often go 
side by side with the integration of legacy IT systems, 
especially when specific departments of an agency 
have developed such tools to fit only their own needs.

 
–	 Develop a data governance culture and draft an 

agenda for its continuous implementation. 

–	 Establish a governance process for procurement, 
development, implementation and monitoring of AI-
enabled tools.

Insufficient or 
poor-quality data

How should the 
buyer deal with 
low-quality data?

–	 Knowledge of existing data limitations from previous 
efforts should incentivize public agencies to organize 
datasets to adopt AI in the future. 

–	 Establish clear data inputs for AI, such as creating 
a minimal set of key performance indicators (KPIs) 
that need to be collected and reported, harmonizing 
reporting mechanisms and establishing a data-centric 
institutional culture. 

–	 Discuss the trade-off between re-organizing a 
disorganized database (keeping relevant past 
information) and establishing a cutline to recollect data 
in an automated and organized manner. 

–	 Lack of metadata standardization and poor data quality 
may jeopardize the purchase of AI. Data quality should 
consider representativeness, provenance and bias.
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Private companies can be more agile in digital 
maturity than public entities. This is due to the 
obligation to undergo formal procurement and 
also because public officials are risk-averse and 

lack incentives for digital transformation.20 One of 
the main recommendations for governments is to 
consolidate their data sources into a data centre, as 
shown in figure 4.

Share of total data centre cost, % Description of cost categories Action for value capture

– Performers of core infrastructure 
maintenance activities (e.g. 
provisioning of new environments, 
incident management, change 
management)

– Reducing the number of roles
– Repurposing resources for other functions

– Software and maintenance 
contracts

– Reducing the number of licenses
– Shifting to open source
– Leveraging enterprise license agreements

– Server- and storage -refresh costs
– Maintenance cost of hardware 

servicing

– Rightsizing the computer, memory and 
storage needs

– Timing the refresh cycle with migration 
to cloud

– Rent
– Power
– Building maintenance

– Optimizing the lease
– Repurposing the space or equipment

– Equipment
– Network
– Middleware

– Repurposing the space or equipment
– Optimizing any contracts or service 

agreements
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Labour

Software

Hardware

Facilities

Infrastructure

Source: McKinsey and Company, 2019.21

Five categories for public data centre costsF I G U R E  4

Each institution has its roadmap for reaching a level 
of maturity where AI adoption is feasible. By sharing 
key lessons from experiences, other organizations 
can better understand the roadblocks in their 
unique pathway. 

Documenting the journey to institutional maturity 
was the intention behind the Centre for the Fourth 
Industrial Revolution Brazil’s pilot with HC. To 
get to a level where all the different entities that 
compose the hospital were able to integrate AI 

systems within operations, HC worked to integrate 
more than 60 of its IT systems and protocols into 
a cohesive apparatus that would enable the use of 
AI in healthcare and research. To achieve this goal, 
HC focused on integrating data sources into a data 
lake, providing technical training, and optimizing 
data management between different areas. Several 
internal institutional changes came in the form of 
the creation and integration of new departments, as 
shown in figure 5. 

Moving towards digital maturity1.2
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System integration 
to increase availability 
of data for AI models

Innovation hub that aims 
to connect researchers 
and entrepreneurs to 
generate healthcare solutions

AI lab to research, develop 
and test AI models for use 
within HC’s operations

NETI

InovaHC

In.Lab

Institutional changes in the centre’s HC pilotF I G U R E  5

The development of these institutions was 
fundamental in achieving HC’s objective. The data 
lake is still being built but it has already helped train 
successful projects, such as the Rad-vid AI model, 
which supports the diagnosis of COVID-19 through 
the analysis of lung x-rays.22 

In addition to this reorganization of both the institution 
and its datasets, the hospital is also creating 
protocols to anonymize health data and evaluate 

internally developed algorithms and those procured 
from third-party vendors for ethical and bioethical 
considerations. HC is also working on improving its 
data culture, with a better understanding of quality 
documentation and correct data input, which is 
essential to the ability to move to the application of 
any complex data analytics. Although not indistinctly 
applicable for all entities, HC’s experience shows an 
organization’s digital maturity journey and the wide 
set of activities needed to get there.
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Leveraging public 
trust in AI through 
accountability 
structures

2

Public trust in AI is essential to its 
development and use in the public sector. 
What steps can be taken to ensure it?

Unpacking AI Procurement in a Box: Insights from Implementation 15



Government use of AI/ML is already important in 
deploying better public services. However, misused 
applications and documented cases of algorithmic 
bias may erode the public’s buy-in of AI. For 
example, a survey carried out by the University of 
Oxford found that 8 in 10 Americans “agree that 
AI and/or robots should be carefully managed.”23 
In order to instil public trust, a regulatory 
ecosystem that guarantees the trustworthiness of 
AI is needed.24 However, how can policy-makers 
create AI regulations that mitigate risks while still 
incentivizing innovation? 

One of the main objectives of the AI Procurement 
in a Box project is to embed accountability and 
AI ethics into public procurement processes. 
On average, OECD member countries spend 
about 12% of their GDP on procuring goods 
and services.25 By leveraging those investments, 
governments can proactively influence the 
development of ethical AI in the market, 	
shaping technology governance in ways that 		
the industry cannot. 

Regarding procurement, guideline #1 advocates 
using innovative procurement processes to purchase 
AI, mainly because it focuses on outlining problems 
that the procurer should frame in a challenge-based, 
mission-oriented procedure instead of on prescribing 
detailed specifications for the solution. However, 
in most jurisdictions, PPI and PCP instruments 
are seen as exceptional in a system where regular 
procurement is the rule. Thus, public officials often 
must justify its use and explain why traditional 
procurement is unfit for the purchase of each object, 
aggravating the problem of risk aversion.

Self-assessment tools, such as algorithmic 
impact assessments, certifications and grants are 
examples of policy instruments with complementary 
approaches to incentivize supply and demand for 
ethical AI. Diversity and the availability of different 
innovation policy instruments are crucial to nations 
in the Global South, especially within their national 
AI strategies. Figure 7 shows how widespread 
national AI strategies have become, highlighting the 
marked contrast between nations:

Source: 
OECD, 
202126

National strategies and policies for AI in the public sector
(by number of initiatives)

F I G U R E  7

This section builds upon the AI Procurement in a Box guidelines to look at additional ways public sector 
organizations can incorporate different policy instruments and mechanisms to ensure trustworthy and 
ethical AI projects.
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One of the most significant recommendations is 
using an algorithmic impact assessment (AIA), 
such as that used by the Canadian Directive on 
Automated Decision Making,27 to analyse the 
potential risks and negative impacts of each AI-
related project, creating strategies to mitigate 		
these risks. 

In 2022, the European Law Institute published its 
Model Rules on Impact Assessment of Algorithmic 
Decision-Making Systems Used by Public 
Administration.28 As in the Canadian AIA, the 
suggested rules categorize automated decision-
making systems (ADMS) in tiered categories, with 
those at the highest risk needing more oversight. 
In addition, the proposal aims to raise awareness 
of the risks of using ADMS in public administration 

and increase participation, transparency and 
accountability mechanisms in AIAs.

AIAs can be a valuable tool in leveraging 
participation and creating public trust because “the 
public has a meaningful opportunity to respond 
to and, if necessary, dispute the use of a given 
system or an agency’s approach to algorithmic 
accountability.”29 Many countries’ procurement 
regulations already require the publication of 
general, multi-purpose risk assessments in requests 
for proposals (RFPs). In this spirit, the Centre for 
the Fourth Industrial Revolution Brazil built an AIA 
template within the pre-existing risk assessment 
structures in the Metrô use case, integrating the 
Forum’s best practices into existing bureaucracy.

Revisiting the role of risk evaluations in 
public procurement

2.1

Metrô de São Paulo, a state-owned enterprise, 
was the Centre for the Fourth Industrial Revolution 
Brazil’s first pilot. Metrô’s engineering team wanted 
to purchase an AI-powered predictive maintenance 
system for online, real-time monitoring of rail tracks 
throughout the subway network. The occurrence of 
failures generates a long interference time, caused 
mainly by the need for maintenance teams to enter 
the track. In the last four years, there was a total 
of 1,840 minutes of interference on the tracks, 
jeopardizing the mobility of approximately 	
460,000 passengers.

The proposed Sistema de Monitoramento de 
Via Permanente, an AI-powered predictive 
maintenance system, would allow real-time online 
monitoring of rail tracks. This system would support 
maintenance-related decisions by using high-
definition cameras on trains and sensors to enable 
deep learning and automated image processing.

To find the ideal solution, Metrô adopted a pre-
commercial procurement procedure (encomenda 
tecnológica) which allows the development of 
a new service, product or innovative process 
when technological risk is involved. Following the 
recommendation of the Federal Court of Auditors 
(Tribunal de Contas da União) and other controlling 
entities in Brazil, the encomenda contract is 
awarded after the publication of an RFP, which 
includes a risk matrix to evaluate risks that may 
compromise the project’s success.

To fit Metrô’s needs, the Centre for the Fourth 
Industrial Revolution Brazil developed an 
algorithmic impact assessment model adapted 
to Brazilian laws and regulations. The model 
was based on the Canadian AIA, given its 
completeness and excellent detail, and was able to 
incorporate into the RFP the main risks associated 
with the use of AI. Metrô has published both 
documents on its website. 

Metrô de São Paulo and Brazil´s first Algorithmic Impact AssessmentB O X  1

Source: Centre for the 
Fourth Industrial Revolution 
Brazil, 2022.30
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The widespread use of in-house developments in 
the public sector may become a limitation to AI 
Procurement in a Box. If in-house developments are 
not subject to the same accountability structures 
as government procurement, this sourcing choice 
may cause a lack of transparency on how the 
public sector uses AI/ML tools. The less outside 
stakeholders know about each project, the harder 
it will be to ascertain if the use case is fair and legal, 
impacting accountability.31 Thus, it is vital that the 
same transparency and governance structures 
used in procurement, like AIAs, are also conducted 

for in-house developments. Therefore, governments 
should expand the use of AIAs to encompass all AI/
ML projects in the public sector, not limiting them 
only to government acquisitions.

This point also raises questions for future 
research, such as if the government should create 
entities or governance structures to examine 
these risk assessments and oversee algorithmic 
accountability holistically and systematically, 
regardless of how automated decision-making 
systems are implemented.

AI governance and regulation are already complex 
when discussed in the public sector. When that 
debate reaches stakeholders like third-party 
vendors, the complexity grows. This is due to 
sophisticated algorithms and because the use of 
interconnected data may decrease transparency, 
amplifying the risk of interaction bias and other 
distortions. These risks are not unique to the public 

sector but the use of AI in government activities 
usually influences decisions that can highly impact 
human rights and communities. 

There are several ways to regulate AI. Table 3 
presents an outline of different accountability 
strategies, types of rules, enforcement and timing of 
proposed regulations.

Moving towards a more cohesive AI policy mix 2.2

Key choices and options in AI/ML regulatory designTA B L E  3

Accountability
–	 Legal accountability (judicial review or agency action)

–	 Political accountability (notice-and-comment procedures or impact assessments)

Types of rules

–	 Hard rules (prohibition on types of models, data uses or requirement to prior 
licensing requirements or agency approvals)

–	 Soft rules (impact assessments, bundles of notice, consent, correction and    
erasure rights)

Enforcement
–	 Public enforcers, whether public prosecutors or an administrative agency

–	 Private enforcers (rights of action to sue in courts or whistleblowing bounty schemes)

Timing

–	 Ex-ante regulation, before a model runs (licensing scheme or prohibitions on uses or 
model types)

–	 Ex-post regulation of results, as with lawsuits seeking damages

Source: Adapted from 
Engstrom and Ho, 2020.32

One proposal that has permeated the field is the 
use of AI certifications. Examples include the 
Institute of Electrical and Electronics Engineers 
(IEEE) Standards Association’s Ethics Certification 
Program, with indicators related to transparency, 
accountability and algorithmic bias.33 Another 
system is the Responsible AI Institute’s certification 
programme developed in partnership with the World 

Economic Forum’s Global AI Action Alliance.34 It 
certifies AI/ML systems based on five dimensions: 
accountability, bias and fairness, data quality, 
explainability and interpretability, and robustness. 

Certifications can reduce information asymmetries 
between buyers and vendors, addressing problems 
of selection (identifying desirable suppliers) and 
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monitoring (evaluating whether the developer met 
specifications).35 However, in some jurisdictions, 
the use of certifications in procurement processes 
depends on legal provisions authorizing its use by 
contracting entities, especially when it could affect 
competition by creating pre-qualified vendor lists. 
If the certification is not made available to many 
suppliers, such as start-ups and small and medium-
sized enterprises (SMEs), much care should be 
taken to ensure market fairness. In addition, there 
is currently no unified certification programme 
for ethical AI, and those that exist differ in their 
variables for assessment. There is no systematized 
approach for when and how often developers 
should certify their AI tools – if it is a one-off 
procedure or if it should be certified periodically as 
the AI model changes and evolves.  

Until then, public entities should keep integrating 
risk assessments and other governance 
mechanisms into their procurement processes. 
However, in high-risk use cases, AIAs and other 

self-assessments might not be enough to mitigate 
all the risks involved, raising the case for using 
certifications in the subsequent procurement stage. 
Most regulations do not require those impacted to 
be notified that an AI system was applied to them, 
much less offer redress and remediation when harm 
occurs. Thus, self-assessments and certifications 
should be seen as complementary instruments to 
be combined by government entities whenever AI/
ML tools are used in high-scrutiny decision-making.

As more governments figure out how to govern the 
use of artificial intelligence within their agencies, 
it is increasingly evident that mechanisms for 
accountability and oversight cannot exist in a 
vacuum or be implemented in a disjointed way. 
The method of oversight, be it hard law or soft 
law, AIAs or certifications, must be implemented 
systematically and uniformly, ensuring that the 
subjects involved know what is being evaluated, 
how often and the risks involved in each tool.
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Human beyond-the-
loop? Mitigating risks 
arising from human 
oversight

3

Human oversight is needed to reduce 
bias and hazards in AI/ML tools but this 
approach embeds risks that public sector 
organizations must mitigate accordingly.
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One of the few near-consensus in AI policy is 
that algorithms – if left unchecked – can lead 
to decisions that may have a disparate, harmful 
impact on specific groups of people. However, the 
rapidly increasing adoption of AI/ML tools by public 
and private sector organizations worldwide is not 
being matched by similar efforts to oversee and 
mitigate risks like errors and unintended negative 
consequences. Although focused mainly on private 

sector companies, McKinsey’s 2021 global AI 
survey36 shows that respondents from developed 
nations and emerging economies have different 
perceptions of AI risks and willingness to adopt 
mitigation measures. The survey also highlights that 
respondents often cannot address the full range of 
risks they face and choose which ones should be 
prioritized, especially in the absence of regulations 
about AI risk mitigation.

AI risks that organizations are working to mitigate
(% of respondents by office headquarters)

F I G U R E  8

50

28

19

24

17

10

14

13

6

5

51

41

27

32

23

15

20

15

11

4

Cybersecurity

Regulatory compliance

Explainability

Personal/individual privacy

Organizational reputation

Equity and fairness

Workforce/labour displacement

Physical safety

National security

Political stability

36

24

20

28

15

16

19

14

8

3

50

39

30

29

24

21

14

17

8

4

2020 2021

In emerging economies In developed economiesSource: McKinsey & 
Company, 2021.37

One of the most difficult aspects of risk mitigation 
is that it is difficult to define metrics for fairness, 
explainability, adversarial robustness, and 
distribution shift in AI systems.38 These elements 
usually rely on judgement calls from humans, who 

may not be adequately prepared to make such 
decisions. In addition, there is no consensus about 
the various explainability requirements that adopters 
should follow, making any pathway highly unclear.39
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Risk mitigation and oversight remain urgent and 
unresolved tasks in the public sector, where AI/
ML tools are used in areas of high public scrutiny.40 
The broad expression “human-in-the-loop” here 
means that human agents should assess, review 
and remain accountable for the algorithm’s outputs, 

ensuring compliance with legal obligations and 
alignment with user expectations. The European 
Commission also adopts oversight in its proposed 
AI regulations,41 emphasizing the role of a human-
machine interface to guarantee that high-risk AI 
systems remain responsive in the long run.

Risks and mitigation strategies in human-
machine interactions

3.1

Data input OutputAI/ML model Human confirms, rejects or 
labels the model’s output

Retraining and validation

Human in the loop

Human-in-the-loop as a risk mitigation strategy in AI/ML toolsF I G U R E  9

However, bringing human operators into the loop 
raises its own set of concerns.42 For example, 
individuals to whom human oversight is assigned 
may defer to the tendency of automatically relying 

on the outputs of the algorithm or willingly try to 
compensate its results based on perceived errors in 
the algorithmic scores,43 as shown in table 4.

Risks arising from human oversight in AI/ML toolsTA B L E  4

Source: Mulligan e Bamberger, 201944 
and Rubenstein, 2021.45

Description Mitigation measures

Automation bias

Human operators may become overconfident and 
excessively reliant on algorithmic outputs, whether 
because of insufficient attention, time or resource 
constraints, or lack of understanding about how 
the AI/ML tool works, deferring to machine outputs 
over time.

–	 Provide guidance and specific training to 
human-in-the-loop staff – even ML experts can 
misinterpret how a model is making decisions.

	
–	 Conduct continuous monitoring and 

evaluation of human reviewer performance 
against patterns and repeated standards. 

	
–	 Implement reverse Turing tests to monitor 

if human-made and algorithmic decisions 
remain indistinguishable.

	
–	 Conduct routine audits both internally and 

externally.
	
–	 Ensure that a team of diverse, cross-

functional and multidisciplinary professionals 
carry out supervision.

	
–	 Provide adequate resources to the oversight 

function. Align incentives properly to keep 
staff from rubber-stamping results.

	
–	 Document good processes, iterate and 

share best practices.

Compensations

Humans may overcompensate or under-
compensate errors in algorithmic scores of an 
AI/ML tool. These interventions may not be fair 
or legal and, even when aiming to correct bias, 
can create distortions that affect the model by 
influencing outputs that cannot be traced back to 
the system’s databases.
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This scenario calls for a comprehensive set of 
mitigation strategies. In addition to internal capacity 
building and specific training, it is necessary to 
ensure that agency staff functioning as human-
in-the-loop are given the information, time and 
incentives to be true safety guardrails. In addition, 
the literature supports the use of a reverse Turing 
test,46 requiring that public sector entities set aside 
a random test to sample analogue, human-made 
decisions and then compare the results to those 

achieved using algorithms. Provided that analogue 
and automated decisions are indistinguishable from 
human reviewers, the whole merged set would be 
used to update the algorithm, leveraging human-
machine collaboration. This approach can be 
incorporated into government acquisitions through 
contract terms and procurement requirements and 
may provide valuable exogenous data to update 
and train AI/ML models.

Inherent risks brought up by AI/ML tools of 
growing complexity call for an expansion of human 
participation throughout the system life cycle, 
not only review and oversight. Placing humans at 
the end of the decision-making process seems 
insufficient to ensure fairness and accountability 
in AI solutions, which should be trustworthy in 
all stages from design to execution,47 as recently 
restated in the US Department of Defense Ethical 
Principles for AI.48 Moreover, participant-centred 
development of algorithms can be key factors in 
mitigating risks from human oversight.49 

Public sector AI systems must be designed to 
promote contestability. The literature has argued 
that contestability is a more active and dynamic 
notion than explainability,50 which typically looks 
at static, retroactive clarification of the decision 
model and its effective operation. In contrast, to be 
contestable, a system should also trigger human 
engagement and foster users’ understanding of 
models and outputs, allowing dynamic feedback for 
continuous and collaborative construction. 

Table 5 exemplifies general human attributions 
within the life cycle of AI solutions.

A shift towards contestable design3.2
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Beyond the loop: human participation throughout the life cycle of AI/ML toolsTA B L E  5

Stage

World 
Economic 
Forum 
Guideline

Human participation

Input data #5
Human behaviours, practices and preferences generate data that fuels AI/ML systems
to generate predictions, insights and sometimes decisions.

Fitness of purpose/
risk evaluations 

#2
Humans undertake a landscape review of the project’s context and components to
determine whether AI is the best tool to address the problem, as well as the level of risk
in each project.

Design of the 
algorithm and ML 
decision model

#5, #6
Humans determine if data is sufficient, accurate, appropriate, available, adequately
obtained, administered and secured. If so, the algorithm is deployed and has its
readiness and proficiency checked.

AI training and 
supervision

#5, #6
Humans select datasets for training, clean up unsuitable data, label and categorize to
improve accuracy and evaluate possible bias concerns.

Assessment of 
outputs

#6, #7, #8
Humans input, label, select, review, assess and interpret AI functions, creating feedback
data to increase accuracy and effectiveness. They also approve the use in real-world
settings, adopting strategies for mitigating foreseeable risks and unintended outcomes.

User experience, 
rights and 
expectations

#4
Humans manage and are accountable for users’ rights and expectations and set the
standards for compliance with relevant laws, regulations, internal policies and best
practices.

Review, monitoring 
and oversight

#7, #8
Ongoing review is necessary to ensure AI tools adhere to their original purposes.
Reviewers evaluate the appropriateness over time and for different populations and
contexts, creating more feedback data.

Source: Adapted from 
World Economic Forum, 
202051 and Silverman, 
2021.52

Therefore, human-in-the-loop is not a failsafe 
mechanism. The US National Security 
Commission on Artificial Intelligence53 has issued 
recommendations to leverage human-machine 
interactions that span the entire AI solution life 
cycle, such as clearly defining functions and 
responsibilities of individual human operators, 
defining feedback loops and oversight opportunities 
through the AI life cycle, auditing the human-AI 
pair, clarifying interpretability and explainability 
requirements, and leveraging traceability. 

Internalizing these concerns into procurement 
processes is key because, as seen above, human 
oversight is not always able to neutralize the risks of 
using AI in public sector decision-making. Moreover, 
it is vital to have flexible contract terms to allow 
alterations and use contract-based mechanisms to 
create governance structures (boards, committees) 
to include user perspectives over time.
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What does success 
look like for AI 
Procurement in a 
Box? Indicators 
for monitoring and 
evaluation

4

How to monitor the implementation of AI 
Procurement in a Box as the project scales 
to other continents and countries.
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As with any global project, it is crucial to monitor 
and evaluate the performance of AI Procurement in 
a Box, especially when scaled to different contexts 
and jurisdictions. This section analyses the desired 
impact, highlights possible gaps and provides a 
roadmap for the metrics and elements needed to 
get it there. 

Government entities should implement the 
AI Procurement toolkit in actual procurement 
processes, taking adaptation to local laws and 
regulations into account. As mentioned above, more 
evidence is needed to confirm the market-shaping 
role of procurement to foster the development 
of ethical and human-centred AI. However, the 
pilots hosted in Brazil, India, the United Kingdom, 

Bahrain, and the United Arab Emirates confirm that 
the project scaling phase is highly dependent on the 
context and that there is no one-size-fits-all solution 
to successful implementation.

Real-world procurement and data governance use 
cases rely heavily on organizations hosting such 
pilots. Implementation partners54 have limited control 
over some actions, like workshops, landscape 
review, community building and the definition of pilot 
projects and adaptation of the guidelines to local 
legislation. Figure 10 shows how the implementation 
of the toolkit depends on activities within and 
outside of the implementation partner’s direct 
control and depends on high-level commitment from 
pilot organizations to produce impact.

Inputs

Outputs

Outcomes

Impacts

AI Procurement in a Box Toolkit
capacity building workshops 

Landscape review on relevant
initiatives, procurement processes, 
AI and data protection regulation,

among other context-specific
elements

Robust and inclusive
multistakeholder community

Connecting AI Procurement in a
Box with relevant national initiatives

Partnering with pilot institutions
that can shed new light on AI

Procurement in a Box

Project community contextualizes
guidelines for country 

Publication of an RFP that incorporates
the AI Procurement Guidelines as well

as relevant national legislation

Pilot institution feels secure about
their project and has a plan to
mitigate any adverse impacts

Project promotes an even playing
field among suppliers

Relevance of AI Procurement in a
Box as a practical implementation
of AI governance that can serve as

an example to wider national
AI initiatives] ]

In an implementation partner’s direct control Out of an implementation partner’s direct control

AI Procurement in a Box: selected aspects from project implementationF I G U R E  1 0
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Table 6 presents five indicators that implementing partners can use to monitor the implementation of the Forum’s toolkit in public sector entities and partner organizations. 
Whereas AI Procurement in a Box aims to describe the journey that governments take in acquiring AI, these indicators will hopefully show how implementing partners 
have helped transform their AI governance within their specific contexts. Ideally, the criteria presented above will show what success can look like and reveal obstacles 
and bottlenecks faced during implementation. Through continuous monitoring and evaluation, the AI Procurement in a Box will be reiterable for future pilots worldwide.

Indicators and metrics4.1

AI Procurement in a Box: indicators and metrics for project monitoring and evaluationTA B L E  6

Indicator Content Metrics and evaluation criteria

Knowledge 
absorption

a.	 Comfort level with guidelines – How are public sector entities responding 
to the guidelines throughout the AI Procurement workshop? 

	
b.	 Understanding of relevancy of guidelines to projects – Are the public sector 

entities able to grasp how these guidelines can affect current projects? 
	
c.	 Potential barriers to guideline execution – Are there any context-based 

barriers that can hinder the use of the guidelines? 

–	 Number of capacity-building workshops conducted

–	 Number of audience members actively engaging in workshop activities

–	 Number of public sector entities that want to accompany the results of the 
pilot and commit to using guidelines in future projects

–	 Number of potential barriers to guideline adoption

–	 Did the pilot organization enter a formal commitment to implement the guidelines?

Institutional 
maturity 

a.	 Team diversity and multidisciplinary hiring – Does the pilot organization 
take guideline #7 into account when creating a team? 

b.	 Technical and data-related limitations – How did the pilot organization 
evaluate its preparedness in terms of data access and IT infrastructure? 

c.	 Inter-agency cooperation – At what points has the pilot organization 
cooperated with other government agencies? 

–	 Number of different disciplines represented in teams

–	 Number of people with different socio-economic backgrounds

–	 Is there an IT department?

–	 Is there a specific office for artificial intelligence (AI)-related projects? 

–	 Is there a data governance department or chief data officer?
 
–	 Can the institution discuss its level of AI maturity?

Procurement 
process

a.	 Legislative certainty – Are there any current laws that could create barriers 
to the use of AI within the public sector? 

b.	 Innovation procurement procedures – What innovation procurement 
procedures currently exist in the country’s context? 

c.	 Incorporation of guidelines within RFP – Is the pilot organization able to 
communicate to potential suppliers/vendors the technical limitations of the 
project, potential risks, and any other important information regarding the 
project during the procurement process? 

d.	 Proposal evaluation – Does the pilot organization feel comfortable in 
choosing a supplier or vendor? 

–	 Types of different procurement procedures that can be applied to acquire 
innovative goods and services

–	 Number of previous AI procurement RFPs successful in that country/context

–	 Number of guidelines effectively applied in pilot RFP

–	 Number of proposals received considering AI procurement evaluation criteria

–	 Use of the Forum’s evaluation and specification tool during selection procedure



Life-cycle 
preparedness 

a.	 Definition of ongoing relationship with vendor/supplier – Will the public 
sector organization be able to call the supplier if there is a distortion or 
concept drift within the AI model?

b.	 Capacity building – Will the supplier/vendor train the public sector 
organization’s staff on how to use this technology? 

c.	 How will the model be monitored? Who will monitor, how and when? Will 
there be a defined auditing schedule? 

–	 Was the relationship between public organization and vendor supplier 
specified in the contract?

 
–	 Is there a clause in the contract regarding bias mitigation or concept drift? 

–	 Number of capacity-building sessions held by vendor/supplier

–	 Number of employees that attended the above-mentioned capacity building 
session

–	 Number of times the model will be audited during a year

–	 Number of risk assessments or other mechanisms performed in a year

Privacy and ethics

a.	 Data protection and privacy – What steps were taken to ensure that data 
protection legislation was implemented? 

b.	 Governance structures – What are the current oversight structures 
within the pilot organization? How will the decision-making process be 
delegated? What are the mechanisms for conflict resolution?

c.	 Risk analysis execution – Does the pilot organization undertake a risk 
evaluation such as an AIA? 

d.	 Additional policy instruments – What other mechanisms were made to 
ensure the ethical oversight of AI?

–	 Does the country have data protection legislation and does it extend to AI 
applications? 

–	 Was a risk assessment executed? 

–	 Number of risk assessments or other mechanisms performed in a year

–	 Will there be a specific entity to oversee the AI project? 

–	 Did suppliers seek ethical AI certifications?

–	 Are there pre-approved vendors for ethical AI?

Dissemination

a.	 Communication to the public – What transparency measures were 
incorporated? 

b.	 Interdepartmental dissemination – How was the project communicated to 
other public sector agencies? Will the department adopt the guidelines as 
norms?

c.	 Standardization – Were entities and authorities involved in discussing the 
procurement guidelines? Is there a possibility of adopting the guidelines at 
a national level? 

–	 Number of media publications or other communication regarding the AI 
project

–	 Number of internal/external events for the AI project

–	 Was the national or state digital transformation authority or audit agency 
looped into the project?

–	 Number of presentations with the above-mentioned authorities
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Conclusion
Moving forward with implementation of the AI 
Procurement in a Box project with new pilots 
and use cases in multiple jurisdictions.

Two years after publishing the toolkit, the World 
Economic Forum’s guidelines on how to acquire 
AI ethically are still relevant across countries and 
contexts. Due to the loss of mobility during the 
COVID-19 pandemic, many countries rushed to 
digitalize government services. In Latin America 
alone, the number of citizens accessing the internet 
for government transactions jumped from 21% to 
39% during the pandemic.55 Government reliance 
on emerging technologies such as AI is set to 
grow exponentially, so it is imperative to prepare 
institutions around the globe through best practices 
such as those associated with AI Procurement in a 
Box to best use it. 

With the resurgence of new literature and new 
pilots, the Forum and its Centre for the Fourth 
Industrial Revolution Network have identified new 
topics that need to be addressed in future pilots. 
As AI technologies evolve, it is also necessary for 

governance structures to encompass new issues, 
as well as ensure the inclusive implementation of 
AI/ML worldwide. The experiences of piloting the 
project in Brazil can support nations in the Global 
South as they address the challenges in adopting 
public sector AI. 

The pilots and their outcomes add to the overall 
AI Procurement in a Box project by exploring 
elements to facilitate AI adoption in the Global 
South and incentivize debates within the public 
sector on how to procure AI responsibly and 
efficiently. As more countries consider adopting AI 
Procurement in a Box, more elements on how to 
best to do so and build upon these best practices 
will come to the forefront. This project will therefore 
continue to evolve – just like the technology it aims 
to demystify – to ensure that different countries 
with different contexts can effectively adopt it, even 
at different government levels.
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